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1. Purpose of this document.

To present an eminently technical work methodology that allows: detecting,
identifying and evaluating attacks on SS7 / Sigtran networks through "traffic
analysis" based on the "Wireshark" (and / or tshark) and "Snort" tools.

2. Presentation.

For some years now (we could say that around 2010), we have begun to hear
that this signaling system (the true heart of the entire world voice network
and certain types of data) presents serious security problems. The
exploitation of them opens a range to all types of attacks, at present they are
already running in several telephone operators, stealing money from bank
accounts, intercepting phone calls, locating the position of mobile phones,
performing different types of fraud in voice and navigation, executing service
denials, etc.

In these lines, we will not develop the SS7 (Signaling System 7), nor Sigtran
(Transport Signaling), we will only make a very brief presentation of them to
be able to understand the problem.

It is worth mentioning that the "traffic analysis" is the ONLY methodology
we have to understand and evaluate this type of anomalies in our signaling
flows. We dare to make this statement, based on a series of documents and
standards that we will present in this document.

We are facing a serious problem worldwide and that will necessarily be
extended for at least the next ten years, because this signaling will only be
replaced when all the world's trunks use SIP and / or DIAMETER, which are
voice over IP protocols. It to say, when the end-to-end connectivity for all
voice services is packetized by TCP / IP stack.
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3. Introduction to SS7 / Sigtran.

3.1. Signaling.

The basic purpose of signaling is to establish a language for the exchange of
control information that allows two telephone lines located in any part of the
telephone network to communicate with each other.

Specifically covers all aspects related to:
Establishment.
Maintenance
Closing

Of a communication (nowadays, be it voice or data).

SS7 enters into production in the 1980s as a "closed" network of telephone
operators, defined as Signaling by common channel. Establishes the
procedures and protocols for information exchange between the resident
entities of a signaling network {fixed telephony (PSTN) - packet network
(PDTN) - mobile telephony (PLMN)} for supervision, control, access,
management and routing of services of voice or data Transmitted in the
digital channels of the PCM links (Pulse Code Modulation).

If we want to go into a little more detail, there are two types of Signage:

Access (or subscriber)
o DSS (digital subscriber signaling) = data (ISDN D channel)
o PSTN (analog subscriber) by independent frequencies
Trunk
o CAS (Signaling by associated channel)

o CCS (Signaling by common channel) < This is SS7

The basis of this system, as we mentioned PCM, was based on the first steps
on digitalization of the “analog voice”, where in our part of the planet was
adopted as "acceptable bandwidth" for a vocal category the value of 4000
Hertz and according to the sampling theorem, their bandwidth was taken
twice in "samples”, that is, 8000 samples/second, which were finally "coded"
with 8 bits, obtaining what was called "basic digitized voice channel". "=
64,000 bits / sec = 64 Kbps. (In another countries it use 7 bit, then the result
is = 56 Kbps)

This basic channel, was integrated into what they call "digital hierarchies", of
the cells the first of them (in its Plesiochronous version or PDH) was the
famous E1 frame(! reiterate that for our part of the Western world, there are
others, for example: T1=56 Kbps) This frame, is the sum of 32 channels of 64
Kbps grouped in "Time Slots". Of these 32 slot machines, 30 are channels
where low "voice", the first is for "synchronism”, and in the case of SS7 only
the" Time Slot 16 "is used in this channel travels all the SS7 signaling
through the use of two groups of 4 bits (called ABCD) this “bits” only

)
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signaling two voice channels per frame, of the 30 of each E1.. Since, once the

frame E1 is "injected" into the trunk network, it has a total duration of 125
pus (Micro seconds), every 8 frames passes 1 millisecond, therefore, every 2
milliseconds pass 16 frames with the eyes re-signaling the two channels of
the first frame E1.The following is an example of this format:

frame line signaling
alignment
v
TS0 TS1 TS15TS 16 TS 30 TS 31 E1 Frame
A l | YA | | ]  Structure
Voice agan nel Voice aqmn nel
1-15 16 -30

Basic format of E1 frame

125 Micro seconds >

synchro | channel channel | channel Channel | Channel | Channel | Channel
nism 1 2 15 16 17 29 30
Signaling
ABCD ABCD
4 signiling bits 4 signiling bits

Basic format of 16 Time Slot

The SS7 network is based on a 7-level protocol stack that responds to the
ISO/0SI model (not accessible from the TCP/IP stack). This layer model

allows

to move information through three types of nodes, called:

SP (Signaling Point).

SSP (Signaling Switching Point).

STP (Signaling Transfer Point) Router or GW, does not generate
messages, only routes, makes transfer measurements.

SCP (Signaling Control Point) provides access to Applications (eg

DDBB, etc).
Access . ] Access
Signaling Trunk ankalmg (857) Signaling
N
'4 N/
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SS7 Network

SS7 cone mentioned, born in the 80's within a "closed" frame, only
accessible by telephone operators ............. The problem is born with the
"Intelligence" that we started to put to our networks (NGIN: Next
Generation Intelligent Network).

Specifically, this "intelligence" in a summarized form, perhaps begins
with the first ISDN networks (Integrated Services Digital Network) and a
protocol called ISUP (which will be presented later) is implanted in the
SS7 stack, when the first mobile networks begin, it incorporates a new
layer in the form of BSSAP (which we will also present below) and finally
the MAP (Mobile Application Part) protocol for all aspects of profiles,
messaging, dual authentication systems, mobility, roaming, unstructured
services, etc. Below is an image where these new aspects appear that are
ultimately offered through Servers or software applications (something
new in the SS7 hierarchy).

Access Access

Trunk Signaling (SS7)

Signaling K Signaling
ﬁf Ny
= O -y
= —=
= =

SS7 & NGIN network

As these new protocols are incorporated, the SS7 infrastructure under
the seven-layer ISO/0SI model begins to become inoperable, and in this
way "Sigtran" is born, which incorporates the TCP/IP stack below this
SS7 family ... .. and we enter the [P world (with the good ... and also the
bad ...) Here our problems and vulnerabilities potentially accessible
from anywhere in the world through IP routing begin. Here we
present a couple of images of the layers models.
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As we mentioned at the beginning, this is not a text about SS7/Sitgtran,
but a brief presentation of both, therefore the only aspects that we wish
to hlghllght are:
In the SS7 stack (central) we can see a model that responds to the
seven layers of the OSI stack (left). We reiterate that it has NO
communication with the TCP/IP world. The protocols that most
interest us in this model are: SCCP, TCAP, MAP, CAP (Camel) and
ISUP.

In the Sigtran stack (right) we must highlight SCTP which is the
protocol that replaces TCP or UDP at the transport level
incorporating the advantages of both (It should be noted that
nowadays it is also used as a transport for other TCP stack
application protocols/IP, for example http)
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The "Phisical" level of the Sigtran stack is not more than levels
1,2 and 3 of the TCP / IP stack.

Only for descriptive purposes, we present below these protocols.

MTP Layer 1: (Message Transfer Part nivel 1)
MTP Layer 2: (Message Transfer Part nivel 2)
MTP Layer 3: (Message Transfer Part nivel 3)
SCCP: (Signaling Connection Control Part)
ISUP: (ISDN User Part) ISDN signaling messages (D channel)
TUP: (Telephone User Part) telephone signaling messages
TCAP: (Transaction Capability Application Part)
» MAP: (Mobile Application Part) Employed by MSC,
SGSN y GGSN
» INAP: (Intelligent Network Application Protocol)
» AIN: (Advenced Intelligent Network)
» CAP: (/CAMEL Application Protocol [Customizable
Applications for Mobile Enhanced Logic]) Roaming.
» WIN: (Wireless Intelligent Networking)

BSSAP: (Base Station System Application Protocol) Employ
native GSM systems with MSC and BSS, provide two kinds of
functions:

» DTAP: (Direct Transfer Application Part) call
management and mobility management.
» BSS-MAP: Dialogue between MSC-BSS and Handover.

IS-41 WIN: (ANSI-41) Mobility management in mobile telephony
(ANSI/TIA/EIA-41.5-D, Wireless Intelligent Networking (WIN)
extensions ANSI/TIA/EIA-751, ANSI/TIA/EIA-764,
ANSI/TIA/EIA-771, ANSI/TIA/EIA-826 [Prepaid])

Let's see a first traffic capture on the Sigtran stack so that we begin to
understand this system of "packaging".

A m 1 @© RE Q&= EF S|

[I [Apply a display filter ... <38/>
» Frame 2: 186 bytes on wire (1488 bits), 186 bytes captured (1488 bits)

& Q] &

(» Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00) )
» Internet Protocol Version 4, Src: 172.30.163.138, Dst: 10.26.156.99 TCP/'P

> Stream Control Transmission Protocol, Src Port: 2906 (2906), Dst Port: 2906 (2906) y
» MIP 3 User Adaptation Layer R
» Signalling Connection Control Part .

» Transaction Capabilities Application Part Slgtran

» GSM Mobile Application y

Traffic capture (in green TCP / IP stack protocols, in blue Sigtran stack protocols)
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Finally, for our analysis work, we can not ignore at least the basic
addressing schemes used by these protocols.

MSISDN: (Mobile Station Integrated Services Digital Network)
composed of the country code (Spain is 34) and the subscriber's
telephone number (National Destination Code plus Subscriber
Number).

IMSI: (International Mobile Subscriber Identity), the unique
identifier of each SIM card in the mobile network (formed by the
Mobile Country Code, the Mobile Network Code and the Mobile
Subscription Identification Number).

IMEI: (International Mobile Equipment Identity) the identifier of
each mobile terminal (you can check the mobile by dialing * # 06
# in the dialer-dialer).

GoblalTitlle: It is the SCCP address of each node in the SS7
network, using the same format as the telephone numbers of the
subscribers. but in this case they represent nodes of the network,
not people.

SubSystemNumber (SSN): indicates to each node of the network
with what other type of node will establish link / communication.
Each type of node has its own number: 6 HLR (MAP), 7 VLR
(MAP), 8 MSC (MAP) ....

PointCode: is the identifier of layer 3 of MTP that is assigned to
each node of the network.

All of them are found in the
following link of the 3GPP "TS
23.003: Numbering,
addressing and identification",
with a better description and the
format of each one.

-_” PointCode (PC)

To clarify a little more the SCTP | ——> Nimero de Puerto, Stream ID

relationship of each of them with “ Direcciéa P
its corresponding protocol, we

present an association of them by | Hhamet [—— Macdddes
means of an image.
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4. Presentation of the different types of attacks.

To start this section, we will do so through a document presented by the GSMA
(GSM Association) for treating the issue as a whole, although we must take into
account that it only applies to the mobile network. Later in our document we

will also address the fixed network.

4.1. Analysis of IR 82 GSM (Security SS7 implementation on SS7 network
guidelines - Version 3.0 21 - March 2016).

The attacks can be executed mainly by:

Handling of SCCP
MAP alterations

NOTE: Bear in mind that because it is a document published by the GSMA, it
does not deal with ISUP or TUP (fixed network)

This document, identify 55 risk operations, and classify them into 5 categories:

Category 1: Messages that should only happen in the "Home Net"
Category 2: Messages that are NOT from the "Home Net"

Category 3: Messages that should normally be received from a
subscriber that is in an"External Net"and exclusively from that "External
Net"

Category 4: Operations with SMS

Category 5: CAMEL

It document presents a table associating these categories with its possible

solutions:

Domain Cat4

Roaming out

Roaming in

Home

Table 1: Category vs. Solution table

Category 1 messages can be filtered by relatively simple techniques at the
edge of the network.
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This can be done by evaluating the type of message and verifying whether
the message has been sent or not from an "Extenal Net".

Category 2 messages can not be filtered at the edge of the network.
An operator must correlate the subscriber's statuses and verify if the
subscriber is in an "External Net" or not before it can be blocked.

Category 3 messages should use more sophisticated approaches. These are
messages that have a legitimate use in the network and simply can not be
filtered. A protection system needs to analyze the flow of messages from the
network and be able to look for changes in the behavior of network elements
and subscribers. For example, looking at the previous location of the
subscribers.

4.2. Classification of different types of attacks.

For the analysis of these attacks, we will draw on the different references that
exist on the Internet:

Engel, Ti
Langlois, P. ii
Nohl, K. !ii

Vauboin, P.-0. 1V
According to these references the attacker must be:

1) Connected to the SS7 network in some way.
2) Ability to generate arbitrary SS7 messages at will, and

3) Capable of imitating a node in the SS7 network providing SS7
capabilities.

They can be grouped into_four categories:

1) Filtered or poorly secured information (information leaks).
2) Protocol Fuzzing (D.o.S, Resource Exhaustion, etc.).

3) Recognition and enumeration of the network (mapping and scan of
nodes, ports, etc.).

4) Injection of packages (SendRoutingInfo, ProvideSubscriberLocation,
etc).

4.3. Detail analysis.

Zfz_? Alejandro Corletti Estrada Pag 10 2
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Below we present fifteen different types of attacks that we have classified in
this way in order to "segregate” as much as possible the traffic patterns and
the origins and destinations of them. This classification does not try to be
exhaustive and of course it can be debated and even refuted thinking that it
is possible to group some of them or even further break them down.

Our healthy intention to present it in this way, is only the one mentioned: to
be able to evaluate different flows and parameters, but from now on we
accept any kind of criticism to the aspect, it is just a fucking sight more.

1. Information search on cells-HLR-VLR / MSC

a. The MAP service.
anyTimelnterrogation (ATI)

network
can consult the subscriber's HLR ﬁ . ( ca
for its Cell-Id and IMEI (phone . A H

an T:melntcrr atiol

Home Visited network

serial number, can be used to mv_m_nﬁm
. req Paging Request
look up phone type) (Textual in ‘
" growdeSubscnbor/n!o Paging Response
the document: "31c3-ss7-locate- anyTimelnterrogation resp

resp

track-manipulate.pdf”, page 13
of Tobias Engel) from HOME
NET to VISITED NET

Home Visited network
network =
h u ﬁl (}‘ k < Some networks currently
oy Tisalnderrona block it.

b. Instead, query the MSC / VLR directly (that is, direct query to the MSC /
VLR instead of the HLR) Within the same HOME NET (page 16)

c. Once the IMSI of the subscriber is known, the intruder can consult
directly by the "Cell ID" of the same, in this case the MAP parameter is:
"provideSuscriberInfo Request" and if the MSC / VLR responds, it will
do so with "provideSuscriberInfo Response" (see traffic capture on
page 18 of the aforementioned document).
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28 GSM AP 108 nyg v
32 GSM Map 200§ returnResultiast provideSubscriberiInfo

«F
b Global Title Oxd (9 bytes)
b Transaction Capabilities Application Part
v GSM Mobile Application
< Component: returnResultiast (2)
v returnfiesultiast
invokelD: 1
v resultretres
v opCode: localvalue (@)
localvalue: provideSubscriberinfo (70)
@ subscriberinfo
o locationInformation

ageOfLocationInformation: ©

b vir-nuber: 91 10000
b locationNusber: &17 w0000

Address digits: 714 10000

» cellGlod

currentlocationRetrieved

sai-Present

(pceArealdFixedlength (0)

The parameter: returnResultLast (2) anyTimelnterrogation (ATI) should
notrespond to anyone who interrogates it, if it does, it offers the GT, the VLR-
number, the locationNumber and the Address digits (all MAP fields). (we can

see it in the doc: "31c3-ss7-locate-track-manipulate.pdf”, page 14).

SOLUTION: Analyze the possibility of implementing blocking ATI to IPs or

SCTP or improper TCAP).

SOLUTION in a German Operator:

The Operator started filtering all network-internal messages at the

network's borders

This (combined with SMS home routing) basically eliminated the

simple form of tracking as seen before
Attack traffic dropped more than 80%:
2. Location Services (LCS) (use of Emergency Location)

Again on MAP, two steps are carried out:
a. The intruder sends

sendRoutinginfoForSM networt

request (to the HLR), which ﬁ n
responds with nghoutingin
sendRoutinginfoForSM qandRouringintoForshd

response

rofme b il pCabion ne

b. second send:
provideSuscriberLocation provideSubscriliert acation resp

request (now to the MSC /

VLR, the one that consults the antenna), which responds with

Visived network

P B

ARLP Reqguesis
PP ikl

2}?3" Alejandro Corletti Estrada

Pag 12 Ifz?



Analysis of attacks/vulnerabilities SS7/Sigtran using Wireshark (&/or tshark) & Snort :" % QP

—="www.darFE.es

provideSuscriberLocation response (see it on page 25 of the
aforementioned document).

JGPP TS 23.271 version 11.2.0 Releass 11 68 ETSITS 123271 V11.2.0 (2013-04)

. - WL/ VMSC/
E.g. police -—--—)[ Cient | [GMLC) HSSJ I MSC SERVER

| 1. LGS Sﬁm}hﬁnm

/* 2 Punide Subscrived Locaton
——

P 5 ' 2 Locabon Aaquest
Requires authentication

¥

=

Mlacssagns o individual
e B ngg medoacs

Does not require
authentication (but +
verifies sender address) 5 Locaton Feport

4l
-

4 B Provide Subscribey Location ack.

7. LGS Serdca A

‘I . Figure 9.3: Positioning for a8 Emergency Sarvices MT-LR without HLR Query

Routing of MAP messages occurs in the SCCP layer (this is very important !!!
ANALYZE SCCP !!!l in the Called Party Digits and Calling Party Digits fields)

The requests are directed to the "Address of the called party" (for example,

the address of a VLR). Answers will be sent back to the "Calling party address”
of the request.

LG LN P &) L4
- -

Verifying the sender, MAP-style

Pointer te first Hlﬂdilﬂl') variable paramseter: 3

Feinter fe second Mandatory Variable parameter: 13

Pointer te third Mandatory Varisble paraseter: I3
o Called Party address (19 bytes)

I Address Indicatsr

SubSystes Musber: VLR (Visifor Location Register) i7)

TCAP [Linked to TOAP, TOAP SSM Linked to GSM_MAP]
= Global Title @xd (8 Bytes)
SCCP Translation Type: Bwid
801 ... = Musbering Flam: T50Nftelephony | @u@lh
vens BB = Encoding Schese: BID, even nusber of digits (@w=i2)
000 B8 = Wature of Address Indicator: International nusber {@wxid)

=(Called Party Dugits: GIELLBGES
-Y Called or Calling GT Digits: 6781106885

* Routing of MAP messages
. Mumber of Called Party Digits: 18
happens in the SCCP layer Country Code: B2 Indonests (Republic of] (length 2)

Calling Party address (1@ bytes)
b Address Indicater
SubSystes Musber: MR [Home Location Register) (6]

* Requests get routed to the

E " [Linked to TCAP, TCAP SSN Linked to GAI_WAP]

Ca"ed Party Addrass IEQ thﬁ - l;linnal Tt!'lr ad (E :].-‘:.’e:‘- e

address of an VLF” Translation Type: Gwdd

1 ... = Husbering Plan: TSDM/telephony {Rxifl)
" vaes D01 = Encoding Scheme: BCD, even nusber of digits {Bwn2)
* Responses will be sent back to 600 9100 - Wature of Address Inficator: I:nteln.lt:D:.::snnlbzr fiwBd)
“ . " Calling Party Digits: 6281185159
the “Calling Party Address” from —— > G Somid) e
the request tusber of Calling Party Digits: 18

Country Code: B2 Indonesia (Republic of) [length 2)

(See capture traffic on page 26 of the aforementioned document)

Problem: SCCP does not know anything about MAP or what entities should be
able to use what MAP services
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SOLUTION:
Make the sender Put
P Message Tramater Pact Level )

another copy of your [N Ut oeiT L
v ln[.« *nﬂy :!leﬂ (B} E"ﬂ‘

"Calling party address" in an oo Sopinhicdun

additional field in the MAP Tt R
v ® ™ Pl e oy | )
layer, SO that lt can be coee DM] = Encoding Scheser XD, o84 musber of lill!: (01}
. . . SN0 0000 » Natwre of Address Indicater: Intersatisnal masber [0uid)
verified (This is very good, b Called Party Bigits: ISTLINY
since you can verify this Y ok i o 16 b F’g‘SPO”%ed will
: Tramlation Tpe: 2T
address from MAP, verify Rotion DR DAY R 36
iy 0 « toreting iebeme: SDa ol - LTNIS AAdress
that it is correct : 'ae0 a sadreas 1ol8orar: Intersatsomsl mumber (Sad)
(alling 2orty Sigits - piomsemsis)
If it is not, it generates an  © Fessris Gese TS T
v u m“‘ hluum
error w Cospanent: Atweke ()
¥ ke
. . peakell: |
If it is, go ahead and send < inondes Meatiskie 066
the answer with the A cre el aho oo iiasd
¢ field i SCCP i This address
Correc le ln Beve-doen » Extemaian: o Cxtem ig ()L'l": Vef’lf'ed
(Called Party DlgltS and JL ... Ntere l“ wr: | ‘r'm!lml Saber (0u8))
- u&_qm, Natering (hec ITU-T £.184) (e}

Address £lgite i AN

Calling Party Digits)

b Meszage Trassfer Fart Level 3
o Ligralling Commectisn Cantrel Part
= Callad Party sdress (10 bytes)
w Global Title dud (% byiesh
Trasalatien Type: Sudd
B ... w Mmbering Flan: DRbN/elephesy (BaBl)
ware WY W Empding Schese: BID, o nesber of digite (i)
000 000 = Matwre of Addrens Dndicater: Devernatissal rusber ||
¥ Callsd Party Dagits: 1RATLNGIN17
+ Calling Party sddreid (11 bytei)
w ilebal Title dd 0§ byfes)
Trasalation Type: Budd
B ... ® Mmberieg Flan: TRbi/velephasy (Ball) o G5H Mebile Applicatisn
eare BUUR w Engpding Schews; BOD, even somber of daguty (0dl) w Campanent: returnfrrer (1]
. Gl lelisead edjcater: Ioternatiotal muaber |Bubd)
b Tramiaction Capabilitici Asplicatiss Part
- M Febile Applicaten
¥ Componont: awehks (1)
v Lveke
vesiiD: 1
= apladel Lacalvalis (00
lacalValue; providelubscr iberiacation (R3]
b lezatssnType

¥ returnbrres
avakelD; 1
= errorCode; lecplygles (8]
Tacalvalue { inastharizedhegues isghetark J51)

Same address —

= ol Husber
| PR = Exlmdian: Ho Exfomd Loa
S e w Rature o mamber: Deterratigetsl Wusber |Baodl)
" v alas: [ Tpleplealy Musbering (Rec ITU-T £ 384} {RuB])
. EET L1]

The routing will continue to occur at the network layer addresses (See page 27
of the aforementioned document).
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 If we enter an address from the same network that we sent the request to:

b Wesssge Tramsfer Part Leerd 3
= Gigmaliing Cesnectasn Control Part
w Called Pacty sddrens (13 byteid
# Glabal Tatle oed {9 byteil
1rm5,hr|m Typer ol
= Wumbering Flan: T8 Eelapheny |8a21]
|:n. r4|r|;| Schewe: BOD, sdd rmber of digits @il
i Sdacata

Internatsanal ruaber |Badd]

Similar
addresses

o Callirs Far v--n:. | ,1nl
w Glabal Tatle Bxd {9 bytm)
1rm51al:|-:-‘- Type! b

w Wumbser ing Flan: 1508 belophony |80

-:-um [nr-:mr-;l s-:he-e BOD, even rasmber of dig

! I - H gglacibar:

Inbernat banal

b Trassaclssn CApabLLilscs AppLitafion Farl
- M Hobile dpplication
= Campafenll dfreake (1)
= inwglke
wvakell: 1

= resultretnes
= apliodet

lncalvalue (@]
Value: pravideSubsoriberioca® w

nlsimate:
= Sign of latibude; Rerth (@)

n {830

pration estasate; Tl ipseid point with wncer taanty

Circle (11

* 5
[r; ren af langibude:

P11 #11] LWl D] ImeE @1l
28 1181

= URSErLalnty cedet &3 LYE.6 &)

= Degrees of Lakibude:

JETHRGD |38 SOL1Y degrey

-7 F1l4 degresi)
agetiLecatioalstinate! B

| o, Y

 oplode: localvalue (&)
Tocalwalue! providesubsorberioaties (12} £
B Lacat ionType Dack To tn

= wl-aber
;;-d"/u:r-r T ]

Lo sooe = ExtossSsn: Mo
L

Li0P T lephefry Wusbering (Rec DTU-T E.1841 (@)
Address digits; 19TLISRM

xEerd isn
= Myture of nusber: Intemat

L. BEE = pumber 5l

3. Denial of Service

an

Not only is it possible to read subscriber data, but it can also be modified,
since most of the VLR / MSC in the network do not perform plausibility

checks.

Once the intruder knows the address of the MSC/VLR, he can send the

following parameters via MAP:
insertSubscriberData req
deleteSubscriberData req

cancelLocation req

Visited network

® 8

Get IMSI f VLR
address from HLR

insertsubscriberData req
deleteSubscriberData req
cancellocation req

Y

X

SOLUTION:
Control every aspect of what a subscriber is allowed to do:

enable or disable calls/SMS or incoming and /or outgoing data

eliminate the subscriber of the VLR as a whole.

4. CAMEL “Customised Applications for Mobile networks Enhanced Logic”
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Specified in 3GPP TS 23.078, it is like an overlay on the usual MAP logic.
Defines a set of events for which the VLR must contact the CAMEL entity in
the subscriber's home network (gsmSCF = "GSM Service Control Function")

The gsmSCF then decides if the desired action can continue without being
modified or modified or will be aborted. Example:

pmm Home network Il Visited network The German subscriber is
roaming in France.

as MSC/ . . o
. C] @ A M German HLR tells French VLR

| insertSubscriberData req 4 notify my gsmSCF at the
with gsmSCF address and list of events ™ address +4917, when the
to report (“Detection Points”) i
| subscriber wants to make a
call".

The subscriber wants to make
mmm Home network 18 Visited network a phone call, but he dialed the
number in German national

/ g __
D ‘ A & format(0317654..)
i MSC asks gsmSCF in the home
 nitelop e network what to do with the
bl call, gsmSCF rewrites the
connect . .
+49317654... number to international
Call setup to format (+49317654 .) and
réwritten numtier tells MSC to continue with the

new number.

Intercepting calls with CAMEL

A basic function of CAMEL is when a subscriber of network A (Germany),
visits network B (Belgium), let's analyze it:
a. the subscriber

; . r=m Home network l I Visited network
being in B, calls a =
number in = E \ s
network B (but
without  putting l 5 Setup

. . E initialDP 0317654...
the international | 0317654,
code in front of +43°3';';%?4
him, he is calling
. " Call setup to
hlS own rewritten number
network".

b. the MSC / VLR (of the network in which it is located, in this case
network B) consults the gsmSCF (network A) and rewrites it in its
international format (in this case it would add +49) and tells the MSC
to continue with the call.
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Caller network c. For the interception of this call,

E'". first, the intruder "overwrites" the
ﬁ é el | [ﬂ address of the gsmSCF with its "false
- gsmSCF". This is done with the

insertsubscriberData req parameter: insertSubscriberData
with address of attacker
as gsmSCF req (from MAP).

d. the MSC (in this case again from
network A) will respond to the "false
gsmSCF", the parameter is

+345678

"initialDP". Caller network 0 i ==
e. The intruder over ﬁ A @ . &\ ﬁ

writes the number S ——
now, for example +345678
+210987 -

registering it as its

own proxy (e.g. an

Asterisk PBX).

Caller network

ﬁ UA: @

Setup 4
+345678... initialDP. <
+345678... i

connect
+210987...

+345678...

Voicecall to

+210987... Voicecall to .
+345678... 4

f. MSC will configure the call to +210987 .., leaving a MitM to the
original phone (being able to record the whole conversation).

(All this is shown on pages 31 to 37 of the aforementioned document)

5. HLR Location Update

When a subscriber travels to another Visited network
. network

region or country, the VLR / MSC sends a

MAP update request to the subscriber's . . A

HLR (the parameter is: updateLocation Location Undating |

req). ‘:updaleLocatton req ! Request

Saves MSC/VLR address

The HLR sends a copy of the subscriber's AR th
data to the VLR / MSC and stores the % ‘
address of the VLR / MSC (the parameter ’
is: insertSubscirberData req).
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Some

network network

Visited network

O @8 &8 §

sondRoutmgln!oFo&

req

igndRmt:ngln foForSM|

resp

mt-forwardSM

req

SMS-DELIVER

=),

Now, when someone wants to
call or send a text message to
the subscriber from any
network, the routing
information is requested from
the HLR (from the originating
network, for example the
SMSC sends the HLR
sendRoutingInfoForSM req
and the HLR responds with:

sendRoutingInfoForSM resp) and gives you the address of the VLR / MSC.
Finally, if the call is sent from that network or the SMS will send it directly to the
MSC / VLR that has just been indicated by the HLR through the parameter: mt-

forwardSM req.

HLR: Stealing Subscribers

The updateLocation procedure is also not authenticated.

An attacker can simply
simulate that a subscriber is
in his "network" by sending
the updateLocation with his
Global Title to the HLR of the
subscriber (The parameters
are: updateLocation req, to
which the HLR will respond
with insertSubscirberData

Some

network

J

network

Visited network

= A

updatelocation req

Saves attacker's address

insertSubscriberData req

req and remember that saving this address in the HLR).

Now, the calls and SMS
for that subscriber are
routed to the attacker.
Example: Subscriber
bank sends text with
mTAN. The attacker
intercepts the message
and transfers money to
his own account.

Some
network

J

se\ndﬂauhngmfamﬁﬂ

req

R

netwu-rk

HLE

iﬂ:dﬂouhr?{ynmfggﬂlf

Visited network

TR

mit-farwardsM

req

(All this appears on pages 38 to 42 of the aforementioned document)
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Location Update Call Flow

° m 2= We can also analyze it from
’?"'®"' By : the aforementioned

= document by  Philip
@ R Langlois:

MSC2 VLR2 HLR VLRI
l 1. MAP_UPDATE_LOCATION AREA

2. MAP_SEND_IDENTIFICATION

3. MAP_SEND_IDENTIFICATION ack

4. MAP_UPD,

S MAP_UPDATE,

YCATION
LOCATION ack

| 6. MAP_UPDATE LOCATION AREA_ack 7. MAP_CANCEL_LOCA w)h
8. MAP_CANCEL_LOCATION ack

Philippe Langlois, P1 Security Inc, http:/ /www.plsecurity.com

IMSI scanning |/ querying needed ! nc] s 50 Ylulralren]ae eshrr

= 'G5M NobiTe Application [ SCCP Information [ MTP Routing Labet |
= Component : invoke (1) ' o
= invoke
imvokeID: 1
= opCode: localvalue (0]
localvalue: updateLocation (2)
imsi: S52009299999909F0
TECD digits: 250029999999999 I
- msc-uumger: 91 839099999909 CgPA ] CaPA ]
... .... = Extension: No Extension
001 .... = Mature of number: International musber (0x01)
. D001 = number plan: ISos,/Telephomy wumbering (Rec ITu-T E.164) (0x01)

Country Code: 380 ukraine length 3

= wir-number: 91839099999999
... «... = Extension: No Extension
L001 .... = Mature of number: International wusber (0x01)
vees D001 = mumber plan: ISown/Telephory Numbering (Rec ITu-T E.164) (0xO1)
Address digits: 380099999999
Country Code: 380 ukraine length 3 ]
= vlr-{'apab‘f'lity

Cptonal Pan Mandanory Variable Pan Mandancry Fusd Pan

Padding: 4
# supportedcamelrhases: 0 (phasel, phase2)
Padding: 4

# supportedLcS-CapabilitySets: FO (lcscCapabilitySetl, lcsCapabilitySet2, Tost

%2? Alejandro Corletti Estrada Pag 19 fge
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Attack success

= GSM mobile Application
= Component: invoke (1)
= invoke
invokeln: 1
= opcode: localvalue (0)
localvalue: insertSubscriberpata (7)
=~ msisdn: 919799999999F9
oo aana = Extension: No Extension
.001 .... = Nature of number: International Number (0x01)
. 0001 « Number plan: ISON/Telephony Numbering (Rec ITU-T E.164) (0x01)
Address digits: 79999999999
[(oun(ry Code: 7 Russian Federation,Kazakstan length 1]
category: UX
subscriberstatus: serviceGranted (0)
= teleserviceList: 4 items
TeleserviceList: shortMessagemMo-PP (34)
TeleserviceList: shorwMessagemT-PP (33)
TeleserviceList: emergencycalls (18)
TeleserviceList: telephony (17)
= provisionedss: 3 items
# Ext-Ss-InfoList: forwardinginfo (0)
# Ext-SS-InfoList: forwardingInfo (0)
# Ext-Sss-InfoList: forwardinginfo (0)

6. HLR Supplemantary Services.

The USSD (Unstructured Supplementary Service Data) codes can be executed by
other subscribers. Some operators offer transfer or prepayments through credit
cards.

Call forwarding can be configured / deleted. An attacker could forward calls from
a subscriber to a premium rate number controlled by him and then call the
subscriber's number, billing all premium rate calls to the subscriber

Active SIM switch in case of Multi-SIM. Requests can be sent even without a
previous updateLocation, because the HLR does not verify if the subscriber is
in the network that is sending the request.

= G5H Mobile Application
= Component: returnResultLast (2)
= returnResultLast
invokeID: 1
* resultretres
= gplode: localvValue (@)
localValue: processUnstructuredsS-Request (59)
= ussd-DataCodingSchene: of
G L, -:u|!1|'|r_| Group: :|;d|_||r_| Group i,1:L.a||r_|..|:jn- using the G5M 7 bit default alphabet @)
.aas 1111 = Language: Language unspecified (15)
ussd-5tring: adeddaSelfbIdieSioeasfalalceZb25bdTE2b9TOI450b]. . .
UssD String: [Aktuelles Guthaben: @.84 EUR.)

All these parameters are also part of MAP and the field is USSD String)

(All this appears on pages 43 and 44 of the aforementioned Tobias Engel
document)

7. Hybrid Attacks: TMSI De-anonymization
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the subscribers around him:

- The paging of subscribers (for example, to notify
them of an incoming call) happens unencrypted.

- TMSI (Temporary Mobile Subscriber Identifier) is
normally used for paging so that the subscriber's
real identity (IMSI) does not have to be sent by the
unencrypted air interface.

(The parameter sent from the MSC / VLR to the ME

is: PagingRequest and contains the TMSI). o >
ha O

The attacker captures TMSI in the air (For example —PagngRequest , g
with OsmocomBB)

- wd The MSC may be
A ﬁ asked to send the IMSI if the TMSI is known (the

parameter is: sendldentification req, to which

An attacker can find out the telephone numbers of . e
MSC/
VLR

Paging Reauest |
contains TMSI ‘

—FagngRequest g the MSC / VLR will respond with

le sendldentification reg sendldentification resp, containing the IMSI).

: sendldentification resp . With updateLocation, the attacker can discover
Somaing e the MSISDN that belongs to the IMSI.

8. Hybrid Attacks: Intercept Calls

The subscriber's session key can also be

requested from the MSC (in this case the intruder m & & m ﬂ

sends the parameter: sendldentification req sendidentification req with TMS!
with the TMSI to th.e MSC / VLR, be_f(_)re \{vhich the sendidentificationiresp
latter responds with: sendldentification resp CONSBkNNG SASSIOn Key's

containing the session keys).

If the attacker captures an encrypted

e ) »! GSM or UMTS call, he can decrypt it
W A A m using the session key.

_ sendldentification req with TMSI

sendidentificationresp Pay attention that this attack can be

containing sesslort keys classified as "passive" because you do

I o not need to use or request the IMSI (as
in the previous case).

Voicecall

9. LTE (Long term evolution)

LTE uses the Diameter protocol in the network core

SS7 is becoming an inherited protocol, but:
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- Alarge part of the SS7 design has been ported to Diameter, including its defects.

- For example, there is still no end-to-end authentication for subscribers

-  GSM / UMTS (and with them SS7) will be available for a long time (probably
around 20 years)

In order to have GSM / UMTS connections to LTE, there are interfaces that map
most of the functionality of SS7 (including its flaws) in Diameter.

10. Attacks via SCTP protocol (source: "bh-eu-07-langlois-ppt-apr19.pdf"V)

What we have been able to find out about it is mainly based on SCTP scans.

Tool Demo: SCTPscan

Scanning vs. Stealth Scanning

* Like nmap for SCTP ports (-sS)

te:~/sctp# ./sctpscan-vll --scan --autoportscan -r
:151.1
inning with Cre32 checksumed packet
1.1.4 SCTP present on port 2905
i1.4 SCTP present on port 7102
1.4 SCTP present on port 7103
| SCTP present on port 7105
JCTP present on port 7551
present on port 7701
‘@sent on port 7800
nt on port 8001
sent on port 2905

INIT-ACK

11. Attacks in combination with DIAMETER. (Source:

diameter_research.pdei)

NOTE: This document "diameter_research.pdf” must also be taken into account to
evaluate IMS and VoLTE since it is fundamentally focused on this network.

Many of the current networks and functions of FTTH and VoLTE that could work
basically with Diameter (without the need for SS7) still need to live together and
dialogue with SS7 for inherited aspects, and it is likely that we will continue for quite
some time.

For this reason, this potential attack scenario must be considered.
There are also ways to obtain IMSI from a subscriber through a Diameter network.
This requires the mobile subscriber number (MSISDN) and the address of an edge

node in the Diameter signaling network.

An attack scenario that uses a known vulnerability is as follows. An attacker, acting
as SMS Center (SMS-C), sends an especially designed SSR (Send-Routing-Info-for-
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SM-Request) message to the

Home Subsciber Server (HSS). If
successful, the attacker receives

the IMSI from the relevant user a
in response.

‘Tg))) ) ™
In a second scenario, the Auachar . HSS
attacker can pose as an
application server and send a
specially designed UDR message
(User-Data-Request) to the
HSS. The data received in

response to the HSS will contain a 3
the user's IMSI. - Ly 7 <
Attacker 2. HSS

& Appication Server

Another way to force the
disclosure of IMSI is to attack the IWF (Interworking Function) node responsible for
the compatibility between the Diameter network and the networks of previous
generations. In this case, an SRI4SM MAP MAP SS7 request is translated (or moved)
to the equivalent Diameter SRR request. In response, the attacker receives the
requested IMSI.

9 =
; 2 cqf
0>»>> > ca0dPPecccnnas *
-: <<<O , ¢on——- €<<O~ ¢
‘ e

Artackes IWF ' HSS

Once the attacker obtains the IMSI addresses more than one subscriber from
the nodes of the mobile network that serve the subscriber, he has the
information he needs to launch other attacks.

12. ISUP Attacks (Source: FRHACK2009_Attacking-SS7_Langlois.pdf''))

Recall that this protocol (ISUP) is the one that uses the SS7 battery for ISDN
networks.
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Message Signal Unit
Len -
Flag Iasu.mamu"z, S0 I SIF l%“"" 47 17 1 e 2 s sem g
| E : ] I =B
Length & " " 6+(2) 8 fn 18 Rag | Bsw |1 |ESN & o || s sF
(bits) ns272 i L S L — —
Link Status Signal Unit
¢ Length | Status | Check«
Rag |BSNBIBIESNFIBI . = | "o s
Iv'ulue-t.‘:!n ity
Length 1 ™m m 642) Borté 16 - injection
(bits) A i
Fill-in Signal Unit Vesaage Type ]
{, e E Mandatory Pacameter A
mgm Check- Mancatory Pasameter §
Flag iSSNtBIB FSNFEBI o] sum i S 1
ke | - B :s | Optaral Paramater A !
Length 8 ™" m 6+(2) 16 Optonal Parameser B
(bits)
| Subservicn Fiald | Servics Indicator
DPC Low-Ordar Octet
o P F rcnarounson
OPC Middle-Order Octet
. &bt SLE/SLE ||:|:-1: HighOirder 4.5t
CIC Low-Order Octet
45l SLESLE [CIE High-Onder d.bis
55P e — | s5p | Message Typa
Intenpredabon vares
acooidng 1o
. . Messags Type vanabls
Exchargs 1 Exttarge 3
Sasbeaoribes A Sashaoribes @
- al s 5 F
Ot |
i Ll Dai Tene
. iy - (== L]
ISUP call initiation flow: : - -
o BT Lk - Sein
Amrtng
ACM
L e ————a P . -
i x " r Off-Hos
= AN
i R
Caieng Famy Caimd Party
Cionn Ack
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B0 and Routng Late

An initial address message (IAM) —— — An address complete message
is sent in the “forward” direction T (ACM) is sent in the “backward”
by each switch in the circuit direction to indicate that the e
between the calling ?arty and the remote end of a trunk circuit has GG LowOrser Octe
deStlnatlon SWItCh o] the Ca||ed been reserved tzenapas | CIC High-Order 4-bils
party' ’ | '.'c‘-::\.a:u': Type |
An IAM contains the called party | ;rohg origi ﬁa;;r;gsséwgcbhy responds | Secwar cotidcaion a4
numb(‘.crj in the man_datgry velilr_lable connecting the calling party’s B
part and may contain the calling - —_—

: . ; line to the trunk to complete the Opional Parmmenat Cods
Qg{i‘gn’;f‘g},‘r{f‘“d number-in the voice circuit from the calling Opsionsd Paramater Lang ncate

party to the called party. o o ionl Pater
Attack: Capacity DoS . L
The calling party hears ringing End ol oo Pororopiery ity

R oo S on the voice trunk.
Philippe Langlois, P1 Security i ERRIRORNS IS ——

ISUP REL ISUP Call Release Flow

A release message (REL) is sent ‘

in either direction indicating that |  sosfoung s
the circuit is being released due | ceiowoumeocn

to a specified cause indicator. | 2 = B = =
{ sTP L TP
An REL is sent when either an |
calling or called party hangs up =
the call (cause = 16). I
An REL is also sent back to the 7 Lo e — G Gt o ot [
calling party if the called party is | SeesEanssess ) 2
busy (cause = 17). e '
. Mo, of Otets = Langh Indicator vakue L
Attack: Selective DoS P =

Philippe Langlois, P1 Security Inc, http:/ /wwe. plsecurity.com

A release complete message

PC= A PC=B PC=C

(RLC) is sent in the opposite S0 aed Roasing Labe e ning (I User = IxAP) T
direction of an REL to — e S8N=12
acknowledge the release of the ions wyare | O HigheDoter dabite CTT ]
remote end of a trunk circuit and Massage Typs = 12 Scanning
to end the billing cycle, if : 0 0
i -
appropriate. e [ r—— :
] s d | D=8 AWPC=R  DPC=C

Calbed Parry Address: Called Pariy Address:

B8, GTI=ALL, SSNV=8, Pr=@ Ri=P GTI=ALL, SSV=I2, PMO=(

TT=201, NP=ISDN TT=200, NP=ISIN

ES=]. MAl=NAL ES=1. NAl=NAC

GT=f8af 2121 OT=800123121

Callimg Farty Address Calling 'arty Address

SPC=A SPC=A

S5MNm] 2 55Mm]2

13. Filtered or poorly secured information (information leaks) (Source: Final
Research Report.pdfvm)
We have all ever heard or received a work session on the importance of

safeguarding the sensitive information of our company, this becomes critical
when we talk about the document IR 21. This document collects the "technical

)
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specifications" of each operator and is delivered to each operator with which it
establishes an interconnection agreement. Gather all sensitive information
about the network architecture, network type, protocol versions, I[P addresses
of the nodes, global title of the nodes, etc.
Just try searching in your favorite search engine "IR21 filetype: pdf" or similar
searches, you will find more than one document!

RAEX IR. 21 template ver. 8.2

Node type Node ID GT address | IP address [ Vendor info | SW/HW | Dual Location uTc DST |DST end
Address range | Address range version | access offset | start

MSC/ MESMOL = Ericeson 0 Belo -03:00

VLR-2G+3G Horizonte
MSC/ MR 5 Ericsson 0 Belo -03:00

VLR-2G+3G Horizonte
MSC/ UL 5 Ericsson 0 Belo -03:00

VLR-2G+3G Horizonte
MSC/ e 5 Ericsson 1] Belo -03:00

VLR-2G+3G

Horizonte

As you can see in the image (fragment of an IR21), we can not only see the
manufacturer of the nodes and what nodes they are (Ericsson MSCs / VLRS 2G
and 3G), their Global Title And also their location.

14. Protocols Fuzzing (Source: Hacking en redes SS7 - Security By Default.pdfix)

The Fuzzing is demonstrating lately the great amount of vulnerabilities and
programming defects that can be found automatically and the potential of the
tools (PROTOS, codenomicon, scapy, etc.) that use this method to study the

security or robustness of the software.

In the case of SS7, we can start playing with two tools; scapy and zzuf. Clearly
when launching these tools against our SS7 stacks, we can see how the
application becomes heavy as well as erroneous messages sent to the server.
We can focus on the protocol that interests us to investigate (SCTP, M3UA, SCCP,
etc.) and once the message is isolated, forward it to our other machine to check
our success:
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- 13 Furming WMIUA Mg [kt 1111 (G Bey Unksown rem unknssn]
OHdm - xe Q¢ P74 BE S @
ter mlus [T er— Chmar e
L] Time OFL DL SUBSYSTES NulDer lata
= INIE-09- 1T Bl E, TN AP
T HaS-6e- 1T 880638, 7R ASPP |Malformed Packet]
G TNE-Ee- LT BB 38, TREXL EFA
B T 1a-Pede LT B SACK ASPUF [MalTermed Packet]
1 18- LT 86036 SACK ERR
SR K
BE TRIS-0r- 1T ;. T SACE [RE
B IHIE-0- 1T 8830, TR SAE ASFUF [Malfeemed Pachet]
IS MIE-0- 17 880538, TTHTE SACK ERE
BE 1014 LT @036 SRA4TH SACK ASPUF Ml Termed |'.'-\.I-E|.|

T 1800 LT B8-00: 38, B24000 LALK ERN

o« Frame 1F: O byles on wire (T20 bits), S bytes caplered (720 birs)

o ERerisr 01, Src: SO:00:00 00008 (D008 S0-00:00: 80}, DRL: O0:006:80 00:00:80 |00: 00 :00:06: 8 :00]
v Intermt Profocol Wersion 4, Sr<: 1Z7.0.0.0 (027.0.0.10, ©E; 137880 (127.8.0.00

¢ 5tresm Costrol Trassaissien Protecsl. Srq Pert) 1986 (3586}, B2t Pert: T965 (1993}

¥ MTF 3 User Adaptation Layer

0 0 B b 80 B 08 30 B0 B0 B B B0 B 0R 4% 6T E
D10 B0 b BB B4 40 08 40 B4 3o D TP 80 ) 01 7T B LBl bl
D30 SO DL Ob da 0k WAL S 87N eI BN M L. DY.D e,
M3 80 19 ac 98 % 95 80 B1 40 B9 00 90 6 09 90 60 ]

o R ——— =

Using these two tools, it is advisable to adapt or develop a specific monitoring
for the application that is responsible for starting the SS7 protocol stack, since
it is very possible that at any moment something happens to the unexpected
application and we will have to study which message or what situation has
been the cause.

15. Internal attacks to SS7 (Source: Hacking en redes SS7 ~ Security By
Default.pdf, idem before reference)

In the aforementioned report we present a series of possibilities that can be
executed from the network segments that have visibility with the Sigtran / SS7
infrastructure, it is worth considering it as an attack vector because it is able to
perform any of the above.

Final reference of this section.

A document that is also worth considering is the Thesis of X Jensen, K. that

presents a very useful table about several techniques that have been recommended
to provide some mitigations to the vulnerabilities of SS7. These techniques are not
specifically designed to stop attacks, but they provide another layer of security.

This table refers to parameters of the MAP protocol associated with the first three
categories that we have just presented.
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Procedure Service Communicating nodes ‘
Location Update Mobility MSC,VLR,HLR
Purge MS Mobility HLR,VLR/SGSN
Delete Subscriber Data Mobility HLR,VLR
Any Time Interrogation Mobility gsmSCF,HLR
Short Message Mobile Originated | SMS MSC,SMSC,HLR
Short Message Mobile Terminated | SMS MSC,SMSC,HLR
Short Message Alert SMS MSC,SMSC,VLR
Retrieve Routing Info SMS MSC,HLR,VLR
Send Routing Info For GPRS PDP SGSN,HLR
Activate Trace Mode Oam HLR,VLR
Send IMSI Oam HLR,VLR
Registration Procedure Supplementary | MSC,VLR,HLR
Erasure Procedure Supplementary | MSC,VLR,HLR

Table 2: Implemented normal MAP procedures in the simulator.
Image extracted from the document referenced "lensen.K"

Category 1 messages can be filtered by relatively simple techniques at the edge of
the network.

This can be done by evaluating the type of message and verifying whether the
message has been sent or not from an "Extenal Net".

Category 2 messages can not be filtered at the edge of the network.
An operator must correlate the subscriber's statuses and verify if the subscriber is
in an "External Net" or not before it can be blocked.

Category 3 messages should use more sophisticated approaches. These are
messages that have a legitimate use in the network and simply can not be filtered. A
protection system needs to analyze the flow of messages from the network and be
able to look for changes in the behavior of network elements and subscribers. For
example, looking at the previous location of the subscribers.

Compara Compare current
current WILR and VLR and Cg SCCP

3 |ForwardSM (MO) [2) SMSC (N Cg SCCP (note 1)
{note 1) {note 2)

UpdateLocation
¥ h i i
3 UpdateGPRSLocation HLR Check Location Check Location
3 SendAuthanticationinfo HLR |¥ Check Location Check Location
(5] . . G
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5. Traffic capture analysis: patterns to look for, employment of
Wireshark.

In these paragraphs we assume that the reader already has previous work
experience with "traffic captures” and in particular also in the use of the
"Wireshark" tool.

On these issues, we have already developed other publications and videos that
are at your entire disposal for download and study in the following locations:

Traffic analysis course:

Section: "Downloads" - "Information Technologies" - "Networks and
Communications” on our Web: www.darFe.es

Or directly at the following URL:

http://www.darfe.es/joomla/index.php/descargas/summary/4-redes-y-
comunicaciones/39-curso-de-analisis-de-trafico

We also have a sequence of "six videos" on the theme of "Traffic Analysis" using
Wireshark on our "Youtube channel":

https://www.youtube.com/user/infoDarfe /videos

Also, if you want to practice more, we have several examples of "traffic
captures" made and classified by protocols, which you can also download for
free at:

https://www.darfe.es /joomla/index.php/capturas

In short, we invite you if you have not yet started your work on "traffic analysis"
you can refer to the addresses and publications mentioned, and reiterate, in the
following paragraphs we take these basic aspects as known.

Next, we will develop the state in which we are on analysis of SS7 / Sigtran to
begin to "raise awareness" about the importance of being able to evaluate or
analyze these flows from the point of view of the safety of a signaling network .
There is an important document that we must keep in mind for this evaluation:

FS.11 - SS7 Interconnect Security Monitoring Guidelines*",
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Recall some paragraphs:
First, the operator must:

v" Understand that SS7 is no longer secure and should be separated from
other SS7 networks to protect its own network and its subscribers.

v Have control over their own SS7 elements, which means that an operator
can separate its internal network, or home network, from all other external
networks.

v Secondly, the operator must be able to capture the traffic that enters the
defined edge of the network, making it possible to determine from where
a message originated, externally or internally.

The document: "FS.11 - SS7 Interconnect Security Monitoring Guidelines -
Version 1.0" (19 November 2015). In Point 2.2. How to monitor:

The goal of monitoring is to assess whether suspicious / malicious SS7
activity is occurring. How to achieve this, will vary between the operators

and the capabilities of each operator, as well as their objectives. The
monitoring effort may vary from:

v Sampling a portion of the interconnection traffic for a limited period of
time, looking for known issues, to determine if the problem is occurring, or

v" Monitoring all interconnection traffic continuously, both incoming and
outgoing, to determine the maximum scope of the problem and looking for
possible new attacks.

When we work with SS7 Sigtran traffic captures, we can concretely evaluate
this type of traffic patterns that we developed in the previous sections. In our
case we will work with "Wireshark" that we invite you to install in a virtual
machine, if it is a Linux distribution, Debian, "Kali" better, that better,
because it will also facilitate the work with several additional tools that
already comes preinstalled.

Let's start our work on "traffic captures”.
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[ N i aniasco_total-solo-MAP.pcapng
4 = ® RO KQJYPe=2EF S SFH QT

Ne. Time Seurce Destination Protocol Length Info
20465 21:28:41,6461. 5703 5733 GSM MAP 154 SACK returnResultlast
20466 21:28:41.6441.. 5676 5703 GSM MAP 198 SACK returnResultlast

20468 21:28:41.6373. 5683 57083 |GSM MAP | 222 [invoke processUnstructuredSS-Request |
20469 21:28:41.6374.. 5667 5785 274 returnResultlast checkIMEL returnResultLast checkIMEL
Frame 28468: 222 bytes on wire (1776 bits), 222 bytes captured (1776 bits) on interface @
Ethernet II, Src: JuniperN_77:38:c@ (f@:1c:2d:77:30:c@), Dst: Oracle_@e:fb:6a (00:08:17:@e:fb:6a)
802,10 virtual LAN, PRI: @, CFI: @, ID: 484
Internet Protocol Version 4, Src: 172.31.52.163, Dst: 172.31.44.133
Stream Control Transmission Protocol, Src Port: 2986 (29@6), Dst Port: 2906 (2986)
MTP 3 User Adaptation Layer
Signalling Connection Control Part
ansaction Capabilities Application Part
¥ GSM Mobile Application
¥ invoke
invokeID: @
v opCode: localValue (B)
localValue: [prccessUnstructuredSS—Request‘ (59) ]
v ussd-DataCodingScheme: @F
0080 .... = Coding Group: Coding Group @(Language using the GSM 7 bit default alphabet) (@)
.. 1111 = Language: Language unspecified (15)
v ussd-5tring: 2a5b2c3602
USSD String: *611#
U eB 2c @@ Qe Bb 43 28 41 @6 87 8@ 11 B6 @5 81 81
@1 a@ 36 6@ 34 80 82 87 B0 al B9 86 87 B4 B 08
01 @@ 13 92 be 23 28 21 06 07 04 @0 0@ 01 01 01

00b0 (81 07 91 45 70 99 08 21 {1 bc B al 12 02 01 08 .
00co |82 01 3b 38 a 04 01 Of 84 05 2a Sb 2 36 02 0B .
0pdo oeen o o e

Lol oo

rTYYVYYYYY

|I Apply a display filter ... <38/> =3 ~| Expression... +

Packet list H MNarrow & Wide B Case sensitive String H processUnstructuredSS | Find

20467 21:28:41.6460.. 5731 5703 GSM MAP 1118 invoke insertSubscriberData returnResultlast sendAuthenticationInfo invoke insertSubsc.

Cancel

_© 7 GSMMobie Application (gsm_map), 20 bytes Packets: 170267 - Displayed: 170267 (100.0%) - Marked: 1 (0.0%) - Load time: 0:14.4B0 _ Profile: Default

As you can see in the previous image, we have started to "search” different types
of "occurrences" within the global capture. In this particular case, we have
selected the option "find Packet" from the "Edit" menu.

Wireshark File m View Go Capture Analyze
b ® Copy >

d m @) ¢ Find Packet...

Once this option is selected, the "Find" bar will appear in the upper part of
Wireshark, in which we can see in the previous image that it has been decided
to look for the "ProcessUnstructuredSS" parameter, which is one of the "MAP"
protocols. , in turn we have decided to look for it as "String" and within the
"Packet list" window (It could have been also in the "Packet details" or "Packet
Bytes" windows).

In the previous capture, we have highlighted how we can identify certain
parameters that can help us identify several things:

Protocols that are being used (Ex: GSM MAP).
Parameters used in that frame (ProcessUnstructuredsSsS).

Source addresses, destination at any level (IP, SCCP, IMSI, TMSI, MSISDN,
etc).

Requests and answers (Invoke = Request).
Hexadecimal sequence that circulated through the network.

Etc.

Based on the catches made, with "tcpdump" or "Wireshark" we can go
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"exporting" the types of captures that we want, and go crumbling a high volume
of traffic until we reach the flows that we want.

The other advantage of working with this tool is to be able to identify the traffic
patterns that we can consider suspicious (as indicated by "FS.11 - SS7: if
suspicious / malicious SS7 activity is occurring.").

As we appreciate in the previous image, we have all the information of the
patterns that make reference to all the security documents SS7 / Sigtran that we
have presented, both in text and in hexadecimal.

We will progress little by little with the identification of these parameters, but
to go ahead a little in the subject, and as we have just seen in the previous image,
first of all if we want to start studying the attacks in the order that we present
our classification of fifteen of them, for example we can initially focus on the
frames containing the "MAP" protocol, for this we simply place in the
visualization filter: "gsm_map".

K > — —

4 W ® X0 Q@@= EF | EH QA QA Q F

A gsm_map |

No. Time Source Destination ("Protocar ) Length info

. GSM SMS invoke forwardSM

2 1.716000 5710 5703 GSM MAP 186 invoke readyForSM
3 1.777000 5707 5732 GSM MAP 186 invoke readyForSM
4 2.464000 5707 5710 GSM SMS 270 invoke forwardSM
5 2.604000 5707 5718 GSM_SMS 206 _invoke forwardSM

» Frame 1: 306 bytes on wire (2448 bits), 306 bytes captured (2448 bits)

» Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
» Internet Protocol Version 4, Src: 10.28.199.151, Dst: 10.7.8.131

» Stream Control Transmission Protocol, Src Port: 2906 (2906), Dst Port: 2906 (2906)

» MTP 3 User Adaptation Layer

» Signalling Connection Control Part

» Transaction Capabilities Application Part
» GSM Mobile Application
» GSM SMS TPDU (GSM ©3.40) SMS-DELIVER

As we can see, we have filtered all the frames that contain this protocol.

Let's begin to apply these concepts to the specific cases that concern us, for
example, let's return to our attack No. 1 on the list of our classification (of the
15 of them we have presented).

This attack: 1. Information search on cells-HLR-VLR / MSC

Recall that in this case, the initial

analysis of the attack should focus on network m———
finding within the MAP protocol the @ A ]
parameter: anyTimelnterrogation (ocTimeinteantiog)

(ATI), but "only when the HLR, sends o
its _response _to" _outside _the s B

resp

HOME NET "(do not forget that the
SOLUTION, just block this response out
of the HOME_NET).

Therefore, the beginning of our first analysis could be exactly what is presented
in the image that follows.
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4m 6@ XE QR e=>Z5 2EH QQQT
No. Time Source Destination Protocol Length Info
222.. ©.899330 5703 5724 GSM MAP 238 invoke sendAuthenticationInfo invoke sendAuthenticati
222.. 0.899686 5748 5703 GSM MAP 1298 SACK invoke sendRoutingInfo returnResultlLast provideS
222.. 0.900177 5703 5732 GSM MAP 406 SACK invoke sendAuthenticationInfo returnResultlLast i
N - A e e e e

localvalue: insertSubscriberData (7)
» gprsSubscriptionData
» Stream Control Transmission Protocol
» MTP 3 User Adaptation Layer
» Signalling Connection Control Part

» Transaction Capabilities Application Part
v GSM Mobile Application
v _Component: returnResultlast

v returnResultlast
invokeID: 1
v resultretres

v of 2
localvalue: anyTimelnterrogation (71) '

» subscriberInfo
» Stream Control Transmission Protocol
» MTP 3 User Adaptation Layer
» Signalling Connection Control Part
» Transaction Capabilities Application Part
» GSM Mobile Application

0260 [a2 03 82 01 00 a3 65 al 03 02 01 00 6¢ 33 31
0270 |02 01 01 30 2c 02 01 47 30 27 30 25 ad 23 01
0280 |37 81 @7 91 45 70 €9 00 21 f0 82 08 84 97 45 70
0290 |09 00 21 00 a3 @9 80 07 27 f2 70 11 68 ad b4 89 | ..
0220 |00 00 80 03 00 e4 c3 f5 59 d5 60 01 55 e9 00 00

As we can see in the previous image:

We have placed a "visualization filter" so that it only shows us
"gsm_map" protocol.

We have done a search, so that we only present those "MAP" frames that
contain the "anyTimelnterrogation" parameter.

In this particular case it is a response, which we can see in the
Component field: "returnResultLast".

This last parameter allows us to move forward and begin to present what
we will soon execute with the IDS "Snort". When we started to pay
attention to the third window of Wireshark, this is the one that offers us
the information in "hexadecimal”, that is the primary translation of the
"bits" that actually circulated through the communication channel. In the
case of the MAP protocol, we can identify that it is a response (that is to
say, the parameter we are looking for "anyTimelnterrogation_resp"),
because as we have highlighted in red, this value in hexadecimal is
identified by the hexadecimal value "a2". When dealing with a Request
(or request) in MAP, this field has hexadecimal value "al". These values
in hexa, we will see later that are fundamental if you want to work with
"Snort".

But keep in mind that this can only be classified as "anomalous" if and only if
the "HLR, sends its response out of the HOME NET", therefore these filters that
we are using are not enough, because we do not see this in the protocol "MAP",
but we must go down to a protocol of lower level in our stack. In this specific
case we have it relatively easy because we have the SCCP protocol whose
addressing scheme we presented in previous sections and it is precisely who
can tell us with total clarity from whom and to whom will direct that traffic. This
detail is presented in the following capture.
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Am - ©® RO Qe EF I JH aqaaQlr
' gsm_map [X] ~| Expression..
Packet details [ Narrow & Wide B Case sensitive String EJ anyTimeinterrogation [ Find Cancel

N, Time Source Destination Protocol Length Info
222. @.B99330 5783 5724 GSM MAP 238 invoke sendAuthenticationInfo invoke sendAuthenticati
222 0.899686 5748 5703 GSM MAP 1298 SACK invoke sendRoutingInfo returnResultlast providet
222 9.908177 5783 5732 GSM MAP 486 SACK invoke sendAuthenticationInfo returnResultLast i

s ppe— x =

B ——— mman e e B T ——————— _____ _____

M anta
Signalling Connecti ol Part
Message lype: Unitdata (OxB9

vees 8001 = Class: @xl

1088 .... = Message handling: Return message on error {@x8)
Pointer to first Mandatory Variable parameter: 3

Pointer te second Mandatory Variable parameter: 14

Pointer te third Mandatory Variable parameter: 25

v Called Party address (11 bytes)

> icator
Isubsystem Number: gsmSCF (MAP) or IM-S5F (MAP) or Presence Network Agent (147}]
v Global Title @x4 (9 bytes)
Translation Type: 0x08
@881 .... = Numbering Plan: ISDN/telephony {(8x1)
.. 8001 = Encoding Scheme: BCD, odd number of digits (@x1)
.@0@ 8180 = Nature of Address Indicator: International number (@x84)
[» Called Party Digits: 752 ]
v Calling Party address (11 bytes)
» Address Indicator
[SubSystem Number: HLR (Home Location Register) (6]]
[Linked to TCAP, TCAP SSN linked to GSM_MAP]
+ Global Title @x4 (9 bytes)
Translation Type: 9x@@
9881 .... = Numbering Plan: ISDN/telephony (8x1)
.. 8001 = Encoding Scheme: BCD, odd number of digits (@x1)

= icator: International number (@x@4)
» Calling Party Digits: [ERC026

» Transaction Capabilities Application Part
v GSM Mobile Application

In this capture we have deleted the addresses (or telephones) because it is real
traffic of a telephone operator. again, we have highlighted in red the parameters
that offer us information to evaluate this potential attack, which in this case are:

Deployment of the fields of the SCCP protocol (which is pure SS7).
Called Party Address: who is requesting this information.

SubSystem Number (SSN): presented in previous sections, which clearly
indicates which element is involved. In this case we can see that it is a
gsmSCF.

Calling Party Address: that is, who you want to communicate with.

SubSystem Number (SSN): presented in previous sections, which clearly
indicates which element is involved. In this case we can see that the
destination is an HLR.

Returning to the analysis of our attack No. 1, remember that the "sense" of these
parameters is "only when the HLR, sends its response to" outside the
HOME NET", therefore, it is clear that in the capture of traffic from the previous
image, it is strictly the other way around (it is an SSN = gsmSCF towards an SSN
= HLR), but here we have some information that will be very useful for us:

We can apply a visualization filter, just on SCCP protocol
and include the "SSN" fields.
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Let's see how to do it.

STEP 1: First, let's start with the data that we are interested in processing and

discard what, in this specific case (attack No. 1) does not interest us.
The parameter that we need to study without any doubt is:
"anyTimelnterrogation”, so we can start by applying a "visualization
filter", so that it only shows us the frames that contain this parameter.
Wireshark has pre-loaded hundreds of communication protocols, and
for each of them, most of the parameters it supports. In our case study,
the protocol "gsm_map" has nothing more and nothing less than 2,287
parameters, and each of them in turn admits "n" number of values.

Here is an image of how to configure it.

=| anyTimelnterrogation pcapng

ane
4 n ® RME Q&= EF S E Q & Q F

=

Na, Tima Sowreo Destination Protocel Length Info

i

As we can see in the previous image, in the upper part we have this bar
that is just to apply the "visualization filters" (inside the white window
it reads: "Apply a display filter"). If we select "Expression" (as shown
in the box "red"), the window whose image we present below is
displayed, which in our case was downloaded by the different protocol
families that Wireshark offers us until we reach "gsm_map".
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[W[reshark - Display Filter Expression]

Field Name
¥ GSM_MAP - GSM Mobile Application |

gsm_old.ki - ki
gsm_old.linkedID - linkedID

I gsm_old.localValue - localValue I

gsm_old.locationInfo - locationinfo

gsm_old.msc_Number - msc-Number
gsm_old.msisdn - msisdn
gsm_old.mwd_Set - mwd-Set

gsm_old.noSM_RP_DA_element - noSM-RP-DA
gsm_old.noSM_RP_OA_element - noSM-RP-OA
gsm_old.not_derivable_element - not-derivable

gsm_old.opCode - opCode
gsm_old.operationCode - operationCode
gsm_old.operatorSS_Code - operatorSS-Code

gsm_old.parameter_element - parameter
gsm_old.problem - problem
gsm_old.protectedPayload - protectedPayload
gsm_old.protocolld - protocolld

gsm_old.rand - rand

gsm_old.reject_element - reject

Search:

[gsm_cld.localValue —— ]

Click OK to insert this filter

Help

gsm_map.accessNetworkProtocolld - accessNetw...

gsm_old.locationinfoWithLMSI_element - locationl...
gsm_old.lowerLayerCompatibility_element - lower...
gsm_old.moreMessagesToSend_element - moreM...

gsm_old.networkSignallinfo_element - networkSig...

gsm_old.numberOfForwarding - numberOfForwar...

gsm_old.operatorSS_Code_item - operatorSS-Cod...
gsm_old.originalComponentidentifier - originalCo...
gsm_old.originatingEntityNumber - originatingEnti...

Relation

is present

Value (Signed integer, 4 bytes)
71

Predefined Values

readyForSM
purgeMS
prepareHandover
prepareSubsequentHandover

Drovic () Qernic

| anyTimelnterrogation

ss-InvocationNotitication
setReportingState
statusReport

Range (offset:length)

As you can see in the previous image, of the 2,287 parameters, in our case we
are looking for "anyTimelnterrogation”, which is one of the values of the true
MAP parameter itself that is called: gsm_old.Value, and that for the value
"anyTimelnterrogation"”, corresponds to the number"71".

Important note: Remember that MAP is one of our main protocols when
it comes to vulnerabilities "SS7 / Sigtran", therefore moving within it will
be fundamental for our analysis. In this particular case, the parameter
"gsm_old.Value" offers us a lot of information, for example, in advance of
other attack patterns, within this field, we also have:

gsm_old.localValue ==
gsm_old.localValue ==
gsm_old.localValue ==
gsm_old.localValue == 8

gsm_old.localValue == 19 --------

> updateLocation
> cancelLocation
> insertSubscriberData
> deleteSubscriberData

---> ProcessUnstructuredSS-Data
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gsm_old.localValue == 22 ----------- > sendRoutinglnfo
gsm_old.localValue == 45 ----------- > sendRoutingInfoForSM
gsm_old.localValue == 60  ----------- > ProcessUnstructuredSsS-
Request

gsm_old.localValue == 70 ----------- > provideSubscriberInfo
gsm_old.localValue == 71 ----------- > anyTimelnterrogation
gsm_old.localValue == 83 ----------- > provideSuscriberLocation

With these values for gsm_map, we are practically covering all the patterns
of attacks that we present in this text for mobile networks.

So, until now we have managed to apply a visualization filter so that Wireshark
shows us only the frames that contain the parameter "anyTimelnterrogation",
now the most practical way to keep moving forward is to "save" this selection
in which we know we can continue analyzing specifically this value.

To do so and only the frames that contain this parameter remain, we can do it
as it is represented in the image that follows.

o wlnshark- [JEdit View Go Capture Analyze Statistics
eve Open %0

Open Recent > S
g - =
4 u (it > 4
i gsm old.loca mport from Hex Dump...
Close BW '
Packet details Case sensitive

No. Time nmvoc:>7

222. 0.89933  SaveAs.. 0XS 9 @ M Wiceshark - Export Specified Packets

222 0.89968 L o =

222.. 0.90017__ "¢ | - poiy

e Bo oo sEE
RECEAY | Epot Speciied packets..____ |

A Size Kind Date Modified

B Computer R
&/ -~ Drive 1/3/18 12:14

2 ace

1 Cancel
Export as:  Wireshark/... - pcapng 2] Help
Packet Range Compress with gzip
© All packets 435017 507
Selected packets only 1 1
|

Range: ) o

As you can see in the previous image, this option is "File" > "Export
Specified Packets ..." and from there we select the desired directory
and name (in our case "captura_anyTimelnetrrogation"), and it is
very important that we select within "packet Range" - "Displayed”,
so that we only remain with the packages that contain this parameter,
discarding the rest (we can see in the image that only 507 packages of
the original 435017 will be saved).
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STEP 2: Now, working with this new saved capture, we will continue
filtering the search so that it does not only present the SCCP
frames that have an HLR origin (as indicated by attack No 1).

To do this, in the same way that we work with the
visualization filter for "gsm_map", the "SCCP" protocol is also
preloaded and has another number of configuration options

for filtering, as we can see in the following image.

4 m ® RE QesEF ST aaqQE
| M| Apply a display filter ... <3/> ~| Expression.. +
Packet details Narr [ J Find Cancel
2216 0.9996s6 574 FeldName GLTESS iubscriberInfo
22217 0.900177 5703 |' SCCP - Signalling Connection Control Part | is present .nvoke sendRou
[ 22218 0.900654 5726 scep.assoc.id - Association }D == lberbata retur
> Trome Boiks My al | oom- Messein e S
» Ethernet II, Src: JuniperN_ ;Zzi:n:d-::;;Jc-Pc Z
> (602;10 Virtual LA, PRI (S sccp:called:clustel-PC Cluster >=
» Internet Protocol Ver%ion 4 scep.called.digits - Called Party Digits <=
> ‘Stream Control Trar_lsmssion scep.called.digits.length - Number of Called Party ... in
» HTP : U§er Adaptat}on Layeq sccp.called.es - Encoding Scheme
» Slgnallu_\g Connect.u?n .CO"" sccp.called.gti + Global Title Indicator
» Transaction Capabilities Ap sccp.called.member - PC Member
v {63 HobLte App}icatlon scep.called.nai - Nature of Address Indicator
N (omponent: dnvoke: (1) scep.called.network - PC Network
Y mvpke scep.called.ni - National Indicator
invokeID: 2 scep.called.np - Numbering Plan Value (Unsigned integer, 1 byte)
% opC{)de: localvallue scep.called.oe - Odd/Even Indicator 6
ocalval.ue:. inser scep.called.pc - PC
> gprsSubscriptionDati scep.called.pei - Point Code Indicator Predefined Values
scep.called.reserved - Reserved for national use SSN not known/not used
r&mwrﬁ SCCP management
scep.called.ssn - SubSystem Number Reserved for ITU-T allocation
sccp.called.ssni - SubSystem Number Indicator ISDN User Part
scep.called.tt - Translation Type OMAP (Operation, Mai \ce, and A ion Part)
scep.calling.ansi_pc - PC o S5
sccppalling.chinese_pc -PC m
sccp.calling.cluster - PC Cluster VLR (Visitor Location Register)
scep.calling.digits - Calling Party Digits MSC (Mobile Switching Center)
scep.calling.digits.length - Number of Calling Part...
sccp.calling.es - Encoding Scheme
sccp.calling.gti - Global Title Indicator
ffgﬁtll?giemgfr?yfﬂbﬂ. L Range (offset:length)
T ERESSEER o :

‘7 signalling Connection Control P [sccp.called.ssn == 6 W
Once again, we have highlighted in red the parameters that
interest us to continue evaluating attack No. 1. In this case,
as we have been commenting, we are interested in identifying
concretely when "from" an HLR this parameter was sent,
therefore , as shown in the previous image, we must select
"sccp.called.ssn == 6" which is the SubSystem Number (from
SCCP) that identifies an HLR.

Another important NOTE: Like MAP, in this case it is very
likely that in our subsequent analyzes we will also have to
identify another type of elements or protocols of the SS7 /
Sigtran network. This is where we should look for them and
then we present a list of the main ones for our work (the
values that follow are for "sccp.calling.ssn” but they are
identical if we wish to apply them for "sccp.called.ssn").

Sccp filters:
G
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sccp.calling.nai == 0x4 (International Number)
sccp.calling.ssn == 3 (ISUP)

sccp.calling.ssn==5 (MAP)

sccp.calling.ssn==6 (HLR)

sccp.calling.ssn ==7 (VLR)

sccp.calling.ssn==8 (MSC)

sccp.calling.ssn==9 (EIC/EIR)

sccp.calling.ssn ==10 (AuC)

sccp.calling.ssn == 145 (GMLC MAP)
sccp.calling.ssn == 146 (CAP)

sccp.calling.ssn == 147 (gsmSCF (MAP) or IM-SSF (MAP)
or Presence Network Agent)

sccp.calling.ssn == 149 SGSN (MAP)
sccp.calling.ssn == 150 GGSN (MAP)
sccp.calling.ssn == 250 BSC (BSSAP-LE)
sccp.calling.ssn == 251 MSC (BSSAP-LE)

In short, the filter that we would be interested in applying would be a

"concatenation" of what we have been presenting, which would
concretely look like:

(gsm_old.localValue == 71) and (sccp.calling.ssn == 6)

In the image that follows we can see it graphically.

[ N T anyTimelnterrogation.pcapng

4 m ® RE Q&= U == [1=[NCRRCNONE i

[l {gsm_cld.localValue == 71) and (sccp.called.ssn == B) E ~ | Expression..

[

Mo. Time Source Destination Protocol Length Info

As we can see, after applying this filter we have not been shown ANY
frame, therefore this implies that the "sample" of evaluated frames HAS
NOT EXISTED attack No. 1, since no HLR has sent the parameter

"anyTimelnterrogation", in our case towards any type of destination.

More detail about SCCP.

As we were presenting, another protocol that controls Wireshark is "SCCP"
that, for us, as we mentioned at the beginning of everything, is very
important, because for example as we have just seen, it allows us to identify
the "calling and called part"” that are The_true origins and destinations of
calls in pure SS7. In this way we can identify calls that come from outside,
for example with the following display filter:

scep.calling.digits matches 34 and not sccp.called.digits matches 34
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In the previous filter, we would be specifically telling Wireshark to show us all
the frames whose origin is outside of Spain (34) and whose destination was in
Spain, but the important thing is that we say it at the SCCP level, that is, below
Sigtran, therefore, will be the true devices of the pure SS7 network that establish
this dialogue.

We wanted to emphasize this parameter, as we have already noticed, we have
been emphasizing the concept of "Home_Net" and "External_Net". These two
concepts are fundamental for any area that operates the "nodes" of the SS7
network, because as anyone can easily deduce, if you do not know which frame
corresponds to an origin and/or destination of "my" SS7 architecture and which
one "alien" to it, because we can not evaluate the occurrence of an attack or not.

This seems excessively trivial, in the reality of day to day is not so, well let's not
forget that these architectures were born in the 80" as something closed and
thus grew under these concepts. The operators of these networks are usually
people who have been in the area for many years and it is very difficult to break
this "inertia of thought". With much more frequency than we believe, we will
find, that there are no network maps, no clear inventories, no locations, no
unambiguous IP addressing schemes, etc. With this, we would have enough
problem, but in turn there is another worse.

In many of the SS7 architectures, NAT (Network Address Translation) is used,
therefore, if we want to look for "internal" (Home_Net) and/or "external"
(External_Net) traffic patterns through IP addressing, in these cases ALL the
frames will have a private IP address (source or destination) within this range,
making it practically impossible to know at the network level, ie by its IP
address, if that frame comes or goes outside our architecture (or Home_Net).

In some cases (we could almost call "privileged"), the "entry point" to the
Home_Net is only one (for example an STP), before which, it can be inferred that
if a frame comes from outside (External_Net) it will from that only IP address,
but reiterate, this should be a NORMAL situation from the point of view of the
security of a network SS7/Sigran, it is a situation almost "privileged" because it
is not normal that this happens.

In any of the situations described, we have the SCCP protocols as an ally, through
which we can find a satisfactory solution to the analysis of these frames.

In the images that follow, we can appreciate by means of the analysis and
filtering of these parameters. First let's look at the SS7 package in Sigtran and
pay attention to "SCCP" (Signaling Connection Control Part).

N | scep.calling.digits matches Il and not sccp.called.digits matches [l

Mo. Time Source Destination Protocol Length Info
2060 13:14:35,31. 5677 4218 ISUP(ITU) 278 SACK invoke updatelLocation ANM (CIC 13)

4837 13:14:35.42.. 5731 5707 GSM MAP 342 returnResultlLast sendAuthenticationInfo
» Frame 4837: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface 11
» Ethernet II, Src: JuniperN_e3:9f:c@ (@8:81:f4:e3:9f:c@), Dst: Oracle_9e:f8:b4 (00:10:e@:%e:f8:b4)
» 802.1Q Virtual LAN, PRI: @, CFI: @, ID: 397
» Internet Protocol Version 4, Src: 18.7.5.194, Dst: 10.28.199.145
» Stream Control Transmission Protocol, Src Port: 2985 (29@85), Dst Port: 29085 (2905)

|b Signalling Connection Control Part | §s7 puroJ

» Transaction Capabilities Application Part
» GSM Mobile Application
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In the image that follows, we display the fields of the calling and called party
through a frame that comes from a VLR of Brazil (Called part), towards a HLR
(calling part) of another Country (that we will hide intentionally).

Am 1@ m(RB AIe»EFILIHAaFE

[ W | scep.calling.digits matches Illand not sccp.called.digits matches Il

No. Time Source Destination Protocol Length Info

2060 13:14:35.31. 5677 4218 p 278 SACK invoke updateLocation ANM (CIC 13)
4837 13:14:35.42.. 5731 5707 [ 6sM MaP | 342 returnResultLast sendAuthenticationInfo

v[Signalling Connection Control Part |
Message Type: Unitdata (@x@3)
.. D001 = Class: 0x@1
100@ .... = Message handling: Return message on error (0x@8)
Pointer to first Mandatory Variable parameter: 3
Pointer to second Mandatery Variable parameter: 14
Pointer to third Mandatory Variable parameter: 25
v Called Party address (11 bytes)
» Address Indicator
SubSystem Number:|VLR (Visitor Location Register) !'.-'J]
[Linked to TCAP, TCAP SSN linked to GSM_MAP]
v Global Title 8x4 (9 bytes)
Translation Type: 8x@@
9801 .... = Numbering Plan: ISDN/telephony (8x01)
. @818 = Encoding Scheme: BCD, even number of digits (@x@2)
.008 9108 = Nature of Address Indicator: International number (@x@4)
v| Called Party Digits: 558392i
Called or Calling GT Digits: 5503921cN
MNumber of Called Party Digits: 12
Country Code: Brazil (Federative Republic of) (55)]
v Calling Party address (11 bytes)
v Address Indicator
[ PPN = Reserved for national use: @x@@
8.. .... = Routing Indicator: Route on GT (@x@8)

. ..1. = SubSystem Mumber Indicator: SSN present (@x@81)

....... 8 = Po i t present (8x80)
SubSystem Number: HLR (Home Location Register) (6)

[Linked to TCAP, TCAP SSN Uinked to GSM_MAF]
v Global Title @x4 (9 bytes)
Translation Type: @x@@
9091 .... = Numbering Plan: ISON/telephony (@x91)
. 9801 = Encoding Scheme: BCD, odd number of digits (@x81)
.B08 0108 = Nature of Address Indicator: International number (@x@4)
v

Called or Calling GT Digits: @831

Number of Calllni Parti Djiits: 11

..01 08.. = Global Title Indicator: Translation Type, Numbering Plan, Encoding Scheme, and Nature of Address Indicator included (@xe4)

All these fields and nodes origin and destination, we can filter them perfectly
with "Wireshark" through the visualization filters that we presented recently in
the:

Another important NOTE: ............

Sccp filters:
sccp.calling.nai == 0x4 (International Number)
sccp.calling.ssn == 3 (ISUP)

Summary of this section.

We have initially presented the importance of the fact of being able to
"analyze traffic" SS7/Sigtran, since it is about the information flows that
circulate through our signaling network, therefore, necessarily, there will
happen, or not, the attacks on it
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We started working with the tool "Wireshark" for this type of analysis, but
always taking as reference the patterns of a real attack, which in our case
we have done on the basis of this own classification through which we had
presented as "attack No. 1"

Sequentially approach each of the actions and steps we can take to
"crumble", filter and obtain concrete results on these parameters and attack
flows, until we verify that this first attack was NOT in our "sample" of traffic.

This last conclusion, we can not ignore it. Firstly because it is irrefutable
evidence, but secondly because we can not trust it, because it is only a
"sample”, which should lead us to the conclusion that we have another
additional task that is to refine, adjust, maximize or optimize the samples
that we take, in terms of the listening segments, the "capture filters"
(which we have not developed here but that are quite simple to apply, both
with wireshark, tshark or tcpdump), the schedules that we do, the addresses
[P, etc ... this is a very good challenge to face, but it depends on each
particular signaling network.

Finally, leave the message and teaching that this same procedure, we can
apply in the same way to the rest of the patterns and / or attack parameters
that we have been presenting. In this section we end with this first attack,
because as it is commonly in Spain said "for sample, just one button is
enough".
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6. _Traffic capture analysis using Snort.

Once presented the initial work that we can
be doing with Wireshark, let's move on to
the use of the second tool "Snort".

Our advice, as expressed in section 5. of this
document, is that you work with a "virtual
machine" and install a Linux operating
system, if possible with the "Debian"
distribution of "Kali".

Once installed the graphical interface is the

one that we are seeing on the left.

For our part, in the case of working with
Snort, it is practical for us to have two
consoles open. Another aspect is that
"Snort" is not installed in "Kali" so we
must install it with the command "apt-
get install snort", as you can see in this
image.

The work proposal with two consoles, as
we will see later, makes it easier for us to
be able to execute "Snort" and see their

results simultaneously. For this, it
is convenient to be positioned in
the upper window on the route
where we have the configurations
and rules and in the lower
window, the route to where we
decide to send the "outputs”, in
our case, as shown in this image,
the working directory will be:
"/var/tmp/snort" and the one of
the outputs: "/var/log/snort", as
we can see in this image.

e B

}‘.
El
a
©

In our case, we have been working with this spectacular IDS for twenty years
and, due to the enormous power it offers, we recommend that if the reader
decides to use it, he does so consciously and for that, he resorts to the best
source of information that is sufficiently complete and updated on its website of
origin and in particular in its manual "Snort Users Manual", which can be
downloaded at: https://www.snort.org/documents

This IDS/IPS (Intrusion Detection/Prevention System) open source, offers us the
possibility of working "On Line" and also "Off Line", therefore, we can choose
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the methodology that best fits our operation.

From the point of view of simplicity in our case, maybe the best option is to work
"Off Line" (of course, if we have the possibility of installing it as a probe in some
segment of the network SS7/Sigtran and "mirror” traffic to it, or place it with a
"Splitter” is another possibility "On Line", and even much better option). In the
case of operating "Off Line", we can request the different types of "traffic
captures” that we need, for example:

By zones.
By IP addresses.
By type of element (STP, MSC, HLR, etc.).

By interface (external, internal, service, etc.).

Always considering that we must be strict in showing that this activity is basic
and fundamental in an SS7 network (and every operator of these nodes
"SHOULD" be able to make these captures, as indicated by international
standards).

To move forward with this text, we will present a way of working "Off Line" on
the basis of traffic captures taken in a segment of SS7 /Sigtran.

We are not going to develop a Snort course, we will only present the basic
concepts to understand this work proposal. We take it for granted that we
already have our virtual machine "Kali" running, therefore, we will focus on
three concepts:

Configuration file.
SS7.rules
Outputs

6.1. The configuration file.

Among the many options offered by Snort, one of them is precisely to be able
to use it as "IDS", for this, the first step is to be able to execute it by calling its
configuration file, as we will see in this point, concretely this is done with the
"-c" option indicating where this file is located.

The configuration file, when Snort is installed, already brings us a pre-
configured model (snort.conf) that we can use almost immediately with
some small adjustment. In our case of the many options that it offers, as we
will see immediately, we are only interested in very basic aspects. This
configuration file consists of four basic components:

The Sniffer.

The preprocessors.
The detection engine.
Outputs.

As we already mentioned, we will not go into the detail of this file, because it
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is not a Snort course here, we will only focus on the details that we need
specifically for our work.

If you wish to deepen a little more methodologically about this software, we
have an article published on our Web (www.darFe.es), in the Section:

“Downloads” = "Information Technologies" > "Security”
That we can access through the following URL:

http: //www.darfe.es /joomla/index.php/descargas /viewdownload /
5-seguridad/45-metodologia-nessus-snort

Thinking about analyzing SS7/Sigtran traffic anomalies, we must keep in
mind again our classification of the "15 types of attacks". Remember that in
all of them it was necessary to identify with complete certainty the origin and
destination of the frames, because we do not forget that any parameter, for
example: anyTimelnterrogation (ATI), we can classify it as a potential
attack "only when the HLR, sends its response towards "outside the
HOME NET".

Under this idea then, a starting point for the configuration of our IDS, is to be
able to indicate as accurately as possible, all the elements that are "HLRs",
"MSCs", "SMS-Cs", etc.

This configuration is part of the first section of "snort.conf" and it is done by
defining what are the "variables" that we are going to use. In our case, they
are the [P addresses of each of the devices that make up our SS7 / Sigtan
architecture.

Below we present a series of examples of how this section of our "snort.conf"
file could be.

# Setup the network addresses you are protecting
ipvar HOME_NET

10.2.16.64/26,10.2.17.128/25,10.2.19.192/29,10.2.19.200/29,10.2.19.64/29,172.30.16.128/28,
172.30.16.160/28,172.31.10.128/28,172.31.4.0/24,172.31.22.160/28

ipvar EXTERNAL_NETany  (or we can also put 'HOME_NET)

#var ss7 (it's just our comment to clarify that it's about SS7)
ipvar MSC 10.3.1.0/27,10.4.1.0/27,10.5.1.0/27

ipvar HLR-HSS 10.30.1.0/27,10.31.1.0/26

ipvar SMS-C 172.17.31.10/32,172.17.31.11/32,172.17.31.12/32

ipvar GW 172.17.33.10/32,172.33.12/32

portvar STP_ports 2905:2913

var RULE_PATH /var/tmp/snort (is the PATH that we have chosen for the rules
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that we will design on SS7)

6.2. QOutputs

The second section of the "snort.conf" file that we want to define properly is
"Outputs". Below we present a series of examples of how this section could
be, since Snort supports several types of them.

output alert_csv: alert.csv (If we want to obtain outputs that later facilitate
their exploitation, for example, by
means of calculation templates).

output log_null (Standard output in "Log" format, or not)

output log_tcpdump: SMs.cap (Standard output in "tcpdump” format)

# Output in "pcap" format - Attact 1 detected

(We can define our own Output format
based on a certain rule, it will be seen
more clearly after we present the "Snort
rules”).

ruletype provideSubscriberinfo_resp {
type alert
output log_tcpdump: Atql-provideSubscriberinfo_resp.cap

}

# Output in "pcap" format - Attact 2 detected
ruletype provideSubscriberLocation_resp {
type alert
output log_tcpdump: Atq2-provideSubscriberLocation_resp.cap

}

# Output in "pcap" format - Attact 3A detected
ruletype insertSubscriberData_req {
type alert
output log_tcpdump: Atq3A-insertSubscriberData_req.cap

}

# Output in "pcap" format - Attact 3B detected
ruletype DeleteSubscriberData_req {
type alert

output log_tcpdump: Atq3B-DeleteSubscriberData_req.cap
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# Output in "pcap" format - Attact 3C detected
ruletype cancelLocation_req {
type alert
output log_tcpdump: Atq3C-cancelLocation_req.cap

}

Finally, we must indicate where you should go to look for the rules that we
define for SS7 (which will be developed in the following point).

include SRULE_PATH/ss7.rules

6.3. The SS7.rules.

When installing Snort, bring hundreds (or thousands) of rules classified by
families, which in the standard use of this tool, it is always advised to keep up
to date, as new rules are published and adjusted every day.

In our case, the task is different, since we are not interested at all in analyzing
the rules for "http", "telnet", "ssh", etc. We must focus specifically on
SS7/Sigtran. For this Snort, with its powerful flexibility and
parameterization, offers us the possibility of creating our own personalized
rules to what we want and in our opinion, this may be one of the greatest
qualities that this software has. In this section we especially recommend a
detailed study of the "Snort Users Manual" because it is almost infinite the
amount of possibilities that it offers us.

Before entering fully into these rules, it is important that we go back a bit, on
the issues already seen with Wireshark and, maintaining our coherence with
respect to the sequence of analysis, let's return the "attack No. 1" on the
parameter "antTimelnterrogation (ATI)".
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Am:@ RE QesEF SJH Qaaarnr
N |gsm_map [ X] ~ | Expression.. + |
Packet details [ Narrow & Wide B casesensitive String B B  cence
No. Time Source Destination Protocol Length Info
222.. 0.899330 5703 5724 GSM MAP 238 invoke sendAuthenticationInfo invoke sendAuthenticati
222.. 0.899686 5748 5703 GSM MAP 129@ SACK invoke sendRoutingInfo returnResultLast provideS
222.. 0.900177 5703 5732 GSM MAP 406 SACK invoke sendAuthenticationInfo returnResultlLast i

- localvalue: insertSubscriberData (7)
» gprsSubscriptionData
» Stream Control Transmission Protocol
» MTP 3 User Adaptation Layer
» Signalling Connection Control Part
» Transaction Capabilities Application Part
v GSM Mobile Application
|
v returnResultlast |
invokeID: 1
v resultretres ‘

v o[gmg- lacalValue (@)
localvalue: anyTimelnterrogation (71) ‘

» subscriberInfo

» Stream Control Transmission Protocol

» MTP 3 User Adaptation Layer

» Signalling Connection Control Part

» Transaction Capabilities Application Part
» GSM Mobile Application

When we start with this parameter, we just present the previous image and
we emphasized that hexadecimal value "a2" that is highlighted in red in the
lower part of the capture (that is, in the lower window, of "hexadecimal"” values
of Wireshark). On that occasion we mentioned that when the frame at the
"gsm_map" level is a "request” (invoke) this value corresponds to "al" and
when it is a "response” (returnResultLast), it corresponds to "a2" (as in the
image).

In turn, also in the previous image, we can see that we have also highlighted
in red, and in the same lower window, ALL values in hexadecimal. This we
have done, because by studying them will be our starting point for the design
of our own SS7 rules, which is the next thing to try.

Here are some more examples, to develop where we want to go.

ene ™ pruebal.pcap
4 m ® RE Qe=s2EF IS5EFH Q@ Q Q FE
A | Apply a display filter .. <35> -] Expression. =+
Packet list B Narrow & Wide B casesensiive String <] [ Find | Cancel
No Time Source Destinaticn Protocol Length Info
55 5.812000 5783 5672 GSM MAP 182 invoke|provideSubscriberInfo
56 5.820008 5797 5672 GSM MAP 174 returnfesultlast

57 5.822000 5725 5787 G5M MAP 198 returnResultLast sendRoutingInfo

£a_e_nasman Eean PEPEY en e U PP - L
Frame 55: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits)

Ethernet II, Src: 9@:29:20_02:00:00 (20:00:0Q:20:00:08), Dst: 20:02:00_00:02:20 (0Q:00:00:08:00:08)

Internet Protocol Version 4, Src: 18.26.156.92, Dst: 10.7.8.131

Stream Control Transmission Protocol, Src Port: 2906 (2986), Dst Port: 2986 (2906)

MTP 3 User Adaptation Layer

Signalling Connection Control Part

Transaction Capabilities Application Part

¥ G5M Mobile Application

v Component: invoke (1)
¥ [invoke
invokeID: 1

v oplode: localvalue (8]

localValue: [provideSubscriberInfo (78)
» IMSI: 72207089111e7/3
» reguestedInfo

@1 91 8@ @8 B8 7E @2 18 9@ be @8 20 16 47 @8 8@
16 28 @3 @2 0@ fa @9 B1 @3 fe 19 @b 12 @7 @8 11
@4 45 7@ @9 @9 21 @9 @b 12 06 08 11 84 45 7@ 09
@@ 2@ 05 48 62 3e 48 @4 @1 fe 8c 12 6b la 28 18

TYTYTTYTYY

6.
@a9e | @7 84 89 @8 81 82 1c 83 6c la 18 82 @1 @1 82
@Pad | @1 46 3@ 10 B@ 08 27 82 @7 98 11 61 77 f9 a2 84
@obe | 80 @8 B1 @8 Pa

Following with the parameters that are reasons for attacks, as we presented
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in point 5. In the previous image, we can see that we are applying a
"visualization _filter" to only present the MAP parameter:
"providerSubscriberInfo”, as we mentioned in the previous paragraph, in
this case it is an "Invoke", that is to say "request" and therefore its initial
value is "a2" (we have highlighted all this in red).

If we want to analyze the same, but for a "providerSubscriberInfo
response "we can appreciate it in the following image.

™ pruebal.pcap
RNEC Qe ZEF I FH *aaQail
ply y filter .. <¥/> - | Expression_ +
No. Time Source Destination Pratocal Length Info
65 5.829000 5672 5782 GSM MAP 134 returnResultlast
66 5.820008 57@7 5672 GSM MAP 150 returnResultlast checkIMEI
67 5.829080 5672 5787 GSM MAP 238 returnResultlast provideSubscriberInfo
£o_r_nanans cean 7 S——r 7Y FE ¥ e e e —
Frame 67: 238 bytes on wire (1848 bits), 238 bytes captured (1848 bits)
Ethernet II, Src: 09:00:98_ (0@:00: 1, Dst: ) (@@: 2]

Internet Protocol Version 4, Src: 18.7.8.130, Dst: 19.28.199.148
Stream Control Transmission Protocol, Src Port: 2986 (2986), Dst Port: 2906 (2986)
HMTP 3 User Adaptation Layer
Signalling Connection Control Part
Transaction Capabilities Application Part
¥ Component: returnResultLast (2)
+ Ceturmesutitast )
invokelD: 1
¥ resultretres
v opCode: localValue (8)
localvalue: FruvideSuhsc riberInfo (7@} 1
» subscriberInfo

O &b 2a 28 28 86 @7 @@ 11

TYyTvvyvrovrw

BG 85 81 81 @1 a@ 1d &l

a2 @3 82 @1 @@ a3 @5 al @3 82 81 8@ 6c 88[al)
B2 @1 01 30 30 02 @1 46 30 2b 3@ 29 a@ 23 WY @1
21 B1 @7 91 45 7@ 09 @@ 21 f9 B2 08 B4 97 45 70
90 @0 21 @@ a3 @9 B2 @7 27 f2 70 11 69 4@ 0 89
@8 al @82 B 8@ 0@ 0@ @b 12 96 8@ 11 84 45 78 @9
L L)

2898
B8ap
2abe
face
Bade

Regardless of this first "al" or "a2" value of the "gsm_map" protocol, let's
advance a bit more by paying attention to the rest of the hexadecimal values
(which we reiterate, are the closest and lowest level representation of the "bits"
that actually circulated through that network infrastructure).

To reaffirm this last concept we are going to present one more image, but this
time on another of the parameters motives of our list of attacks, in the
following image, we can see a frame that contains "sendRoutinginfo
response".
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w
[ N ] ™ pruebal.pcap
Am . ® REG QeadsEF I|JFH aqaarl
(R [Apply a display filter ... <3/> -] Expression.  +
Packet list B Narrow & Wide B casesensitive String 'g[sudaomingmfe ] [ Find | Cancel
No. Time Source Destination Protocal Length Info
55 5.812000 5703 5672 GSM MAP 182 invoke provideSubscriberInfo
56 5.820008 s7e7 5672 GSM MAP 174 returnResultlast
57 5.8220008 5725 5707 GSM MAP 198 returnResultlLast IsenanutingInhl

cean FEPES e
Frame 57: 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits)
Ethernet II, Src: @8:90:00_R0:00:00 (PQ:00:20:00:00:00), Dst: 00:00:00_20:00:90 (00:00:00:00:00:00)
Internet Protocol Version 4, Src: 18.28.119.195, Dst: 18.28.199.148
Stream Control Transmission Protocol, Src Port: 2905 (29@5), Dst Port: 2905 (2905)
MTP 3 User Adaptation Layer
Signalling Connection Control Part
Transaction Capabilities Application Part
v Component: returnResultlast (2}
.
invokelID: 1
v resultretres
v opCode: localValue (@)
localValue: sendRoutingInfo (22)

» IMSI: 722@87519@556145

R P P I SR T
' 16 4b 83 @2 00 28 09 81 03 @e 19 @b 12 08 @@ 11  Kioooee civeeene
@4 45 78 @9 88 02 84 @b 12 @6 99 11 @4 45 T@ @9 .ED[.)a&; waeesEpe

TYYYYTTYTy

@8 20 85 51 64 4T 49 @4 12 @@ @5 d4 6b 26 28 24
@6 @7 @8 11 86 @5 @81 @1 @1 ad 19 61 17 al @9% @6

o0z (3 2 81 00 6c 11 a2)1d 2 @1 @1 30 18 62 e1 16
0000 |a3 13 89 08 27 0257 91 5@ 65 41 f5 04 @7 91 45
poce |92 49 93 69 54 00

Again on the previous image, pay attention to the hexadecimal values of the
lower window that we have highlighted in red.

If we analyze in this way each of the parameters that we want to analyze, we
can create the "hexadecimal traffic patterns” that uniquely identify the
occurrence of this parameter. That is, we will be working at the lowest level
of the layer model, with which there is NOTHING that can be ignored, because
any other type of analysis through the different protocols will always be
"packaged" at levels higher than This we are "looking" at us.

The domain of information that circulates at the level of "bits" opens the
game to any type of "detection", and now we can start to create the rules that
we want with Snort.

Next, we present some of the parameters that we have come to identify with
a high degree of certainty.

NOTE: These associations are the initial focus of several hours of study,
but they do not claim to be 100% accurate, let alone complete
(hundreds of hours of work are still needed).

One of the future lines of research that we would love readers to join, is
this:

of traffic patterns

Creation and adjustment of new rules ss7/Sigtran (ss7.rules)

From the work done so far, we can present the following "hexadecimal
traffic patterns":
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a2 **020101302c020147 3027 (MAP anyTimeinterrogation)
————— > Component: returnResultLast
(MAP anyTimeinterrogation) NO tenemos capturas

a2 ** 02010130 **02014630 (MAP provideSubscriberinfo)

----- > Component: returnResultLast

al **020101020146301080 (MAP provideSubscriberinfo)
————— > Component: invoke

02010102 012e304884 (MAP mo-forwardSM)

al **8b 0201000201 2c (MAP mt-forwardSM)

al6a 020101020116 3062 (MAP sendRoutingInfo)

al **02010102012d 3015 (MAP sendRoutingInfoForSM)

----- > Component: invoke

a2 **020101301a02012d 3015 (MAP sendRoutinginfoForSM)

----- > Component: returnResultlLast

a2 ** 02 01 01 30 0e 02 01 02 30 09 04 07 (MAP updatelocation)

----- > Component: returnResultLast

al **02 0101020102 302604 08 (MAP updatelLocation)

————— > Component: invoke (invokelD: 1)

al ** 020101020107 30 (MAP InsertSubscriberData)

----- > Component: invoke (invokelD: 1)

al ** 02 0102 020107 30 (MAP InsertSubscriberData)

----- > Component: invoke (invokelD: 2)

al ** 02 0103 020107 30 (MAP InsertSubscriberData)

----- > Component: invoke (invokelD: 3)

a2 ** 02 0101302502 010730 (MAP InsertSubscriberData)

----- > Component: returnResultLast (InvokelD: 1)

a2 *¥* 020102300902 010730 (MAP InsertSubscriberData)
————— > Component: returnResultLast (InvokelD: 2)

a2 0e 02 0105300902010730 (MAP InsertSubscriberData)
----- > Component: returnResultLast (InvokelD:5)

al ** 020101020108 30 (MAP deleteSubscriberData)
————— > Component: invoke (invokelD: 1)

al ** 020101020103 a3 0d(MAP cancellLocation)
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————— > Component: invoke (invokelD: 1) (cancellLocation)

al.{2,4}02 01 0002 01 00 30 (CAMEL-v2 o MAP initialDP)
----- > Component: invoke (invokelD: 1) (cancellLocation (3))

With the recognition of these hexadecimal values, we can start with the
creation of our own detection rules for Snort, which we will call "ss7.rules"
(as we have presented in our configuration file model: "snort.conf”) .

We will not go into explanations of what Snort's rules are like (again, we
recommend reading the "Snort Users Manual"), we only mention that a Snort
rule must have a "header" (previous to parentheses) and a "body" (enclosed in
parentheses).

Let's start to "create” new rules.

Example 1:

We are going to apply one of the hexadecimal patterns that we have just
presented, for example:

al6a 020101020116 3062 (MAP sendRoutingInfo)

If we wanted to start with a rule that can detect the occurrence of these
patterns in hexadecimal, we could start with:

alert ip any any -> any any (msg:"MAP - sendRoutingInfo";
content:"|a16a020101020116|"; priority:1; sid:1000001; rev:1;)

What are we saying here?

1) That generates an alert: alert

2) For everything that follows the protocol ip: ip
3) Whose source is any ip/network: any

4) Whose origin is any port: any

5) That only goes in a sense "->" (although in this case it does not have
logic, then all "any™)

6) Whose destination is any ip/network: any
7) Whose destination is any port: any

8) That if there were any occurrence, that is, if this rule were applied
to any frame, it would generate a message with the following content:
MAP - sendRoutingInfo

9) That the rule "skip" only when it finds this sequence in
hexadecimal: content: "| a16a020101020116 |".

10) What gives top priority: priority: 1
11) That the identifier of this rule is: sid: 1000001 (Snort advises that
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when creating local rules, use an ID greater than 1,000,000)
12) What is the first revision of it: rev: 1

Of course we are presenting an extremely basic rule to get started.

Example 2:

To improve it a bit, we could start to adjust its design, for example with
one of its "any".

If we return to the topic of our attacks, for example the attack No. 2.
Location Services (LCS) (use of emergency location).

Again on MAP, two steps are carried out:

a. The intruder sends home S

sendRoutinginfoForSM ﬁ n [E] I}f il‘i

request (to the HLR),
which responds with

i IR purnginfeFors M
sendRoutinginfoForSM
response. provideSubscriberlocalion reg
RRLP Requests
In thlS partiCular case, we see provideSubscribierlocation resp

that this parameter can begin

to analyze it in its "request” and its "response”. A proposal can be to
evaluate if we have in our traffic screens some response frame, initially
containing "sendRoutinginfo".

Given this hypothesis, itis clear that the HLR must send it to an "External
Net", to adjust this configuration on the previous rule, we can then do it
in the following way:

alert ip $SHLR-HSS any -> !$HOME_NET any (msg:"MAP -
sendRoutingInfo"; content:"|a16a020101020116|"; priority:1;
sid:1000001; rev:1;)

What are we saying now?

1) That this rule is only activated when the IP / network coincides with
the variable that we have defined in the previous point (within our
example of the "snort.conf" file) as var HLR-HSS, and that is why we
invoke it with the sign "$" ahead: $ HLR-HSS

2) That only this rule is activated when the IP/network, does NOT
match ("!") With the variable that we have defined in the previous
point (within our example of the file "snort.conf") as var HOME_NET:
!$ HOME_NET

Para mejorarla un poco, podriamos empezar a ajustar su disefio, por
ejemplo con alguno de sus “any”.

Si retomamos el tema de nuestros ataques, por ejemplo el ataque Nro
2. Location Services (LCS) (empleo de la Localizacién de emergencia).
Nuevamente sobre MAP, se realizan dos pasos:
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a. Elintruso envia sendRoutinginfoForSM request (al HLR), el cual
responde con sendRoutinginfoForSM response

Example 3:

If we continue paying attention to the attack No 2 presented in the
previous example, we will see that in reality, we are not looking for
the parameter "sendRoutinginfo", but we must be even more precise
and look for "sendRoutingInfoForSM" (SM comes for "Short
Messages"), if we go back to the "hexadecimal patterns” that we
presented earlier we can see the following (for request and response):

al **02010102012d 3015 (MAP sendRoutinglnfoForSM)
----- > Component: invoke
a2 **¥020101301a02012d 3015 (MAP sendRoutinglnfoForSM)

————— > Component: returnResultLast

When we represent (in our text) a hexadecimal value with "**" we try to
reflect that this hexadecimal pair can adopt any value, since we have
proven this in the study of several occurrences of this parameter.

In the body of a Snort rule, if we work with "pure"” hexadecimal values,
they must be enclosed between vertical bars "| ... .. |" and they DO NOT
support the "wild card" "**".

Fortunately this wonderful tool offers us a solution, the use of
expressions "pcre" (Perl Compatible Regular Expressions).

alert ip $HLR-HSS any -> I$SHOME_NET any (msg:"MAP -
sendRoutinglInfo";
pcre:"/\xa2.{1}\x02\x01\x01\x30\x1a\x02\x01\x2d/";
priority:1; sid:1000001; rev:1;)

What are we saying now?

That instead of analyzing a specific "content”, apply a "pcre"
expression with hexadecimal values: "\x" and that, after the value
"a2" consider one and only one "ASCII character” represented by a
pair of hexa numbers ". {1}" (if we had wanted exactly two, we should
have set ". {2}", if it was any value between 1 to 5 characters: ". {1-5}"
etc).

Example 4:

In order not to further extend each of the aspects to be considered in
relation to the creation of Snort rules (an issue that we insist should be
seriously studied from the "Snort Users Manual"), let us analyze in more
depth the real rules on which we are working on SS7 / Sigtran traffic.
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# Attack Category 1: an HLR respond to EXT_NET with
"provideSubscriberInfo resp"

# The first commented rules allows to verify that there is or not
traffic "provideSubscriberInfo_resp"

# If you need to verify it, you should remove the comment "#"

# The second rule (without comment) is the one that detects the
occurrence of this attack 1
#provideSubscriberInfo_resp ip any any -> any any (msg: "MAP
- provideSubscriberInfo_resp - Attack No 1"";
pcre:"/\xa2 {1}\x02\x01\x01\x30.{1}\x02\x01\x46\x30/";
sid:1000010;)

provideSubscriberInfo_resp ip $HLR-HSS any -> !$HOME_NET
any (msg: "MAP - provideSubscriberInfo_resp - Attack No 1";
pcre:"/\xa2.{1}\x02\x01\x01\x30.{1}\x02\x01\x46\x30/";
sid:1000011;)

What are we saying now?

As we can see, we are already creating rules that are related to our study
and presentation of the fifteen attack categories. In this case we are
generating a clear message: msg: "MAP - provideSubscriberInfo_resp
- Attack No. 1".

But the aspect that we want to emphasize is that this new rule no longer
starts with "alert" like the previous examples, this time its first word is
"provideSubscriberInfo_resp".

If we go back, when we present the configuration file "snort.conf”, in the
"outputs"” section, at the end of it, we comment that they can be
"customized" and specifically in our example "snort.conf' file We
exposed the following output:

# Output in "pcap" format for Attack 1 detected

(We can define our own Output format
based on a certain rule, it will be seen more
clearly after we present the "Snort rules”).

ruletype provideSubscriberinfo_resp {
type alert

output log_tcpdump: Atql-provideSubscriberinfo_resp.cap

}

In this Example 4, we are precisely, relating this rule with a specific
output that we have <created ourselves and called
"provideSubscriberInfo_resp", we want it to behave like "alert type":
type alert and that its output is in "log_tcpdump" format "(ie ".cap”)
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and with the name: Atql-provideSubscriberInfo_resp.cap.

Example 5:
We present below other rules that respond to the same previous format

and are the ones we are using in SS7/Sigtran networks in production

with very good results.

# Attack Category 2: an MSC to respond an EXT_NET with
"provideSubscriberLocation resp"

# For this attack we have not yet obtained any traffic capture
containing this parameter

# Attack Category 3 (DoS): from EXT_NET to MSC with any of the
following parameters "insertSubscriberData req”,
"DeleteSubscriberData req" or "cancelLocation req"

# In all cases, the first commented rule "#" allows to verify that there
is traffic "provideSubscriberInfo resp"

# If you need to verify it, you should remove the comment "#"

# The second rule (without comment) is the one that detects the
occurrence of this attack 1

# insertSubscriberData_req ip any any -> any any (msg: "MAP -
insertSubscriberData_req - Attack No 3A";
pcre:"/\xal{1}\x02\x01.{1}\x02\x01\x70\x30/"; sid:1000031;)

insertSubscriberData_req ip !$HOME_NET any -> $MSC any (msg:
"MAP - insertSubscriberData_req - Attack No 3A";
pcre:"/\xal{1}\x02\x01.{1}\x02\x01\x70\x30/"; sid:1000032;)

# DeleteSubscriberData_req ip any any -> any any (msg: "MAP -
DeleteSubscriberData_req - Attack No 3B";
pcre:"/\xal.{1}\x02\x01\x01\x02\x01\x08\x30/";
sid:1000033;)

DeleteSubscriberData_req ip !$HOME_NET any -> $MSC any (msg:
"MAP - DeleteSubscriberData_req - Attack No 3B";
pcre:"/\xal.{1}\x02\x01\x01\x02\x01\x08\x30/";
sid:1000034;)

#cancelLocation_req ip any any -> any any (msg: "MAP -
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cancelLocation_req - Attack No 3C";
pcre:"/\xal.{1}\x02\x01\x01\x02\x01\x03\xa3/";
sid:1000035;)

cancelLocation_req ip !I$HOME_NET any -> $MSC any (msg: "MAP
- cancelLocation_req - Attack No 3C";
pcre:"/\xal.{1}\x02\x01\x01\x02\x01\x03\xa3/";
sid:1000035;)

Finally, to not dwell on it, we present how Snort can be launched to make use
of this configuration example "snort.conf" and the "ss7.rules"” that we have
just presented.

The format to launch it from a console would be:

# snort -c snort.conf -r captur_to_employ.pcap

Here is a screenshot of our virtual machine "Kali" where you can see the
execution and the results of it.

Aplicaciones v Lugares v [ Terminal = dom 19:24e

root@Kkali: /var/tmp/snort/AR
Archivo Editar Ver Buscar Terminal Ayuda

Log:
Event:
Alert:
Verdicts:
- | Allow:
Block:
Replace:
Whitelist:
Blacklist:

Snort exiting
:/var/tmp/snort/A

:~# cd /var/log/snort
:/var/log/snort# 1s -1

total 24

“rW-r----- 1 snort adm 0 mar : alert
- root adm 372 feb

root adm 528 feb : Atgl-provideSubscriberInfo resp.cap.1519120537
root adm 24 feb . Atq2-provideSubscriberLocation resp.cap.1519120537
root adm 24 feb H Atq3A-insertSubscriberData req.cap.1519120537
root adm 24 feb 5 Atq3B-DeleteSubscriberData req.cap.1519120537

adm 1218 feb . Atq3C-cancellocation req.cap.1519120537

yjar/log ::';m(#D

As we can see in the previous image, in the upper console of the same one,
the concrete command that has just been executed is presented, and in the
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lower window the results of the outputs with the format that we have
decided to assign to it.

In this lower window, it can be clearly seen that the empty "alert" file has
been generated (by our log_null configuration), and then, each of the outputs
in the ".cap" format of the three attacks whose rules we have just presented.

Those that have a size of 24 bytes only contain the title, that is, they are empty
(this attack pattern has not been found), but specifically the files:

Atql-provideSubscriberInfo_resp.cap
Atq3C-canelLocation_req.cap

These two YES do have frames that have been stored because they comply
with our search pattern.

We can not say that there are no false positives, but it is true that we now
have a minimum series of frames of 435,017 of our initial work file on which
we assemble all the "small initial captures” (captur_complete.pcap) of
161.7 MB in size

Specifically, if we open with Wireshark, both results of the launch of Snort in
the virtual machine, the frames generated after applying our ss7.rules are:

Atql-provideSubscriberinfo_resp.cap.1521397418 e e 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm @ b RE Q «» 0= =@ @
—;»'\1‘;,?'. a display fitter ... <Ctrl-/> 3 | Expression..  +
No. Time Source Destination Length Protocol Info

1 2018-01-2.. 5676 230 GSM MAP returnResultLast provideSubscriberInfo

2 2018-02-2.. 5676 5703 242 GSM MAP SACK returnResultlLast provideSubscriberInfo

Frame 1: 230 bytes on wire (1840 bits), 230 bytes captured (1840 bits)

Ethernet II, Src: 08:81:f4:9e:a7:c0, Dst: 00:10:e0:65:26:42

802.1Q virtual LAN, PRI: ©, CFI: ©, ID: 403

Internet Protocol Version 4, Src: 172.31.0.139, Dst: 172.31.44.71

Stream Control Transmission Protocol, Src Port: 2906 (2906), Dst Port: 2906 (2906)

MTP 3 User Adaptation Layer

Signalling Connection Control Part

Transaction Capabilities Application Part [}
GSM Mobile Application

vyvvvvwvvwvvww

As the title of the previous image indicates, it is the final result on Attack No.
1, and contains only two frames.

Atq3C-cancelLocation_req.cap.1521397418 e ® 6

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help [
A4 = @ B0 I RE Q « » J«»"_ = @qaqliF
| | _F\:u;ji'\.- a display filter ... <Ctrl-/> = -] Expression.. +
No. Time Source Destination Length Protocol Info

1 2018-01-2.. 5731 5703 182 GSM MAP invoke cancellocation

2 2018-01-2.. 5731 5703 182 GSM MAP invoke cancellLocation

3 2018-081-2.. 5731 5703 182 GSM MAP invoke cancellocation

4 2018-01-2.. 5733 5707 370 GSM MAP SACK returnResultlLast sendAuthenticationInfo i.

5 2018-82-2.. 5726 5703 198 GSM MAP SACK invoke cancellLocation

Frame 1: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits)

Ethernet II, Src: f@:1c:2d:77:30:c@, Dst: 00:00:17:8f:33:32

802.1Q Virtual LAN, PRI: @, CFI: @, ID: 397

Internet Protocol Version 4, Src: 10.7.5.194, Dst: 10.26.156.93

Stream Control Transmission Protocol, Src Port: 2905 (2985), Dst Port: 2905 (2985)
MTP 3 User Adaptation Layer

Signalling Connection Control Part

Transaction Capabilities Application Part

GSM Mobile Application

rFryvvvwvvrww

As the title of the previous image indicates, it is the final result on Attack No.
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3C, and contains only five frames.
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7. Other additional tools.

Below we present some tools that have been useful in this work.
7.1. MATE (Meta Analysis and Tracing Engine) for Wireshark.

MATE is a Wireshark plugin that extracts data from the tree of frames and
then, using that information, tries to group them according to how this
module has been configured. The language used is the "canonical" layer
model, calling "PDU" (Protocol Data Unit) to the information sets of each
level to be treated, generating a "tree" of PDUs with the fields that we have
filtered, offering many options that can be useful.

https://wiki.wireshark.org/Mate

Specifically MATE, is based on a file in which we can configure in a simple
way the different fields that we are interested in grouping of the frames
of any type of captures.

In the URL that appears above, within the documentation that it offers
us, it presents an example file called "tcp.mate", which we can see below.

Pdu tcp_pdu Proto tcp Transport ip {
Extract addr From ip.addr;
Extract port From tcp.port;
Extract tcp_start From tcp.flags.syn;
Extract tcp_stop From tcp.flags.reset;
Extract tcp_stop From tcp.flags.fin;
|3

Gop tcp_ses On tcp_pdu Match (addr, addr, port, port) {
Start (tcp_start=1);
Stop (tcp_stop=1);

Done;

In it, a new "PDU" whose name is "tcp_pdu" is being generated that will
work on the "TCP" protocol and interpret everything that is
"transported” over the "IP" protocol, from there it requests to "extract"
the fields "ip-addr", "tcp.port”, "tcp.flags.syn", etc. And then "group”
them by means of a "Pdu Group (Gop)" called "tcp.ses". Again, it is not
our intention to develop a course on MATE (please, if you wish to deepen
it, you have all the documentation in the URL that was indicated at the
beginning). In these lines, we only wish to present the same, to give some
example of how we have used it, and above all to awaken the reader's

interest in it.

In our case, for example, we want to work with the protocol "SCCP" and
"GSM_MAP", for that, then we must generate our own configuration file
with the fields that we want to group, for this we can do it initially as

)
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presented below.

Pdu ip_pdu Proto ip Transport ip {
Extract ip_fuente From ip.src;
Extract ip_destino From ip.dst;

|3

Pdu sccp_pdu Proto sccp Transport ip {
Extract sccp_clg_dig From sccp.calling.digits;
Extract sccp_clg_ssn From sccp.calling.ssn;
Extract sccp_cld_dig From sccp.called.digits;
Extract sccp_cld_ssn From sccp.called.ssn;
Extract gsm_map_UpdatelLocation From gsm_old.localValue;
Extract gsm_map_msisdn From gsm_map.ch.msisdn;
Extract gsm_map_locationnumber.digits
From gsm_map.locationnumber.digits;
2

Done;

The first thing we want to highlight, is that this plugin uses the same format
as the "visualization filter" of Wireshark, therefore, any parameter that we
want to configure, we can look for it in "Expression™ from the "Wireshark"
filters and copy its Format.

Beyond re-explaining what we are doing, let's see the results that we would
obtain with this configuration file, which we have called "sccp.mate".

To launch this plugin, we can do it by command line, or from the same
graphical interface of Wireshark, let's see the first case.

#wireshark -o "mate.config: sccp.mate" -r test2.pcap

With the above command, we tell you to run Wireshark, overwriting its
default configuration ("-0") using the matte configuration contained in
the "sccp.mate" file and this is done by reading ("-r") the capture
"test2.cap”.

Once this command line has been executed, the graphical interface of
Wireshark will open and it will offer us new fields, as we can see in the
following image.
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AB_ADD _DA0NNN FEY.Y £a00 £OM_M an, dmssalin simdedoalonal anadion
» Frame 28: 206 bytes on wire (1648 bits), 206 bytes captured (1648 bits)
» Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
» Internet Protocol Version 4, Src: 10.27.34.61, Dst: 172.31.44.138
» Stream Control Transmission Protocol, Src Port: 2905 (2905), Dst Port: 2905 (2905)
» MTP 3 User Adaptation Layer
» Signalling Connection Control Part
» Transaction Capabilities Application Part
» GSM Mobile Application
v MATE ip_pdu:28

v ip_pdu: 28
ip_pdu time: 122,237
v ip_pdu Attributes
ip_destino: 172.31.44.138
ip_fuente: 10.27.34.61
MATE sccp_pdu:28
v sccp_pdu: 28
sccp_pdu time: 122,237
v sccp_pdu Attributes
gsm_map_UpdateLocation: 23
scep_cld_dig: [Jllesv0714849
sccp_cld_ssn: 6
scep_clg_dig: [Jil7900e7es
sccp_clg_ssn: 149

o0 e " prueba2.pcap
4 = ® RC Qe EF S| JFH Qaaaqmd
Eiﬁ;}pi]yam:u]gy filter ... <38/> Led ~| Expression.. +
No. Time Source Destination Protocol  Length Info
27 122.236000 5703 4196 GSM M.. 226 invoke insertSubscriberData
28 122.237000 5665 5703 GSM M.. 206 invoke updateGprsLocation
29 122.243000 4196 5703 GSM M.. 138 returnResultLast

As you can see in the previous image highlighted in red, this new group
of parameters now appears, for each frame that applies, in which it
presents the information that we have just requested in our file
"sccp.mate”. We have deleted the digits of the Country.

All the fields presented in this image have already been developed in
previous points, we invite the reader to review these concepts within
this text.

It is not worthwhile to continue developing more concepts and
possibilities that MATE offers us, because the idea that we try to present
in these brief final lines is to also consider other tools that together offer
us more filtering, visualization, selection, etc. It is the reader who has the
freedom of action to take advantage of them in the best way he considers
appropriate, integrate them into what has already been seen, take
advantage of them to have another point of view or strengthen them by
programming different actions to improve this work.

7.1. Tshark.

In cases where it may be useful NOT to use the graphical interface of
Wireshark, and in particular because of the power offered by the
command line to execute simple programs, this software (Wireshark)
also offers this command "tshark" that operates under the same logic
and allows us to make use of almost all Wireshark options and filters.
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There is a lot of information about it on the Internet, as are your options
clear enough if we write "#tshark -help"

Without this being a "tshark" course, in these lines we only wish to
highlight the importance of taking this command into account, because
as we will see below it offers us an almost unlimited possibility of
analysis. If this capacity is added to simple "scripts”, for example in
"bash" programming, the results can be excellent and the only frontier
will be the creativity and imagination of the person who develops them.
We present below some simple examples, where we can appreciate the
application of the same filters that we have used in the "Wireshark"
section of this same document.

sh-3.2# tshark -r testl.pcap
1 0.000000
2 1.716000
3 1.777000
4 2.464000
4 of 4)
5 2.604000
6 2.683000
7 2.829000
2 of 4)
8 3.592000
9 3.617000

10

3.681000

10f4)

11.....

5707 - 5672
5710 - 5703
5707 - 5732
5707 - 5710

5707 - 5710
5703 - 5710
5707 - 5710

5707 - 5710
5707 - 5710
5703 - 5710

GSM SMS 306 invoke forwardSM

GSM MAP 186 invoke readyForSM

GSM MAP 186 invoke readyForSM

GSM SMS 270 invoke forwardSM (Short Message fragment

GSM SMS 206 invoke forwardSM
GSM SMS 306 invoke forwardSM
GSM SMS 322 invoke forwardSM (Short Message fragment

GSM SMS 218 invoke forwardSM
GSM SMS 298 invoke forwardSM
GSM SMS 322 invoke forwardSM (Short Message fragment

.o CONtinues until the last frame)

As we can see in the previous command "read" the capture

"testl.pcap".

Next, we present the application of the same visualization filter that
we use in the "Wireshark" section, whose result presents us with total
clarity, which are the frames that include this search (in this case we
are filtering. “gsm_old.localValue==" that implies “updatelocation”).

#ttshark -Y gsm_old.localValue==2 -r testl.pcap

18
70
79
83
90
92
93
95
99

100 6.313000

5.218000
5.832000
5.933000
6.151000
6.225000
6.229000
6.242000
6.253000
6.306000

5748 - 5707
5707 - 5748
5703 - 5732
5710 - 5703
5710 - 5703
5707 - 5732
5710 - 5703
5703 - 5732
5703 - 5732

5703 - 5732

GSM MAP 210 invoke updatelocation
GSM MAP 150 returnResultLast updatelLocation
GSM MAP 206 invoke updatelocation
GSM MAP 210 invoke updatelocation
GSM MAP 210 invoke updatelLocation
GSM MAP 210 invoke updatelLocation
GSM MAP 210 invoke updatelocation
GSM MAP 210 invoke updatelocation
GSM MAP 206 invoke updatelocation
GSM MAP 210 invoke updateLocation

Next, we can see another example where we "concatenate" more than
one visualization filter and whose result is a single occurrence of it.

#tshark -Y "(gsm_old.localValue==2) and (sccp.calling.ssn==6)" -r pruebal.pcap

70

5.832000

5707 - 5748

GSM MAP 150 returnResultLast updatelLocation
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Next, we repeat the same example that we put in "Wireshark" to
identify frames that come from any "External Net" outside of Spain,

analyzing its "SCCP" address.

#tshark -Y "sccp.calling.digits matches 34 and not sccp.called.digits matches 34" -r

pruebal.pcap
84 6.151000 5703 - 5732 GSM MAP 194 invoke updateGprsLocation

89 6.207000 5703 - 5732 GSM MAP 154 returnResultLast insertSubscriberData

Finally, we can see that the previous filter, as with Wireshark, we can
send it to a "-w" (write) output, in our case we have called it “result_sccp-

34.pcap”.

#tshark -Y "sccp.calling.digits matches 34 and not sccp.called.digits matches 34" -r test1.pcap -w

result_sccp-34.pcap

If we open it with Wireshark we can verify that it has been saved with

this format and that of course they are perfectly compatible.

000 BB BB 20 PR 09 00 20 20 90 99 09 00 98 20 45 80
W10 @0 b4 Be e@ 02 @0 Ff 84 76 b4 Ba la 9c de da @7

) B4 c2 Bb 59 @b 59 c4 4b 79 76 68 @B Se bf 09 03
@8 94 75 Sc @a 09 00 00 @3 21 20

5 27 da de @8 @1

ece * resultado_sccp-34.peap
4 = ® RE Qea=EG &5 Qi
|J| Apply a display filter ... <38/> =3 ~| Expression..
No. Time Source Destination Pratocal Length Info
1 @.0e2088 5703 5732 GSM MAP 194 invoke updateGprsLocation
2 B.056000 5703 5732 GSM MAP 154 returnResultlast insertSubscriberData
» Frame 1: 194 bytes on wire {1552 bits), 194 bytes captured (1552 bits) on interface @
» Ethernet II, Src: 8@:09:00_00:00:00 (00:00:00:00:90:00), Dst: 80:00:00_00:00:00 (00:00:09:00:00:00)
» Internet Protocol Version 4, Src: 108.26.156.78, Dst: 18.7.4.194
» Stream Control Transmission Protocol, Src Port: 2985 (2985), Dst Port: 2905 (2905)
» MTP 3 User Adaptation Layer
» Signalling Connection Control Part
» Transaction Capabilities Application Part
» GSM Mobile Application

7.2.  Unify frames (mergecap).

An important command that we have already mentioned and we
emphasize here is, if several "mergecap" captures are received, with
this, they can be unified to treat all of them as one. The basic format that

we can apply to join several captures "pcap" is:

#mergecap *.pcap -w nombre_salida.pcap

7.3.  Capture information (capinfos).

This command, which is usually integrated in the different Linux
distributions, and ultimately is part of the family "tcpdump" or
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"libpcap", as the name implies, gives us information of the files in ".cap
" format. (and its variants: .pcap, .pcapng, etc.).

In our case it is quite practical for us to make a first glance at any capture
we have, and in particular, to know what type of distribution of protocols
corresponds to it.

Let's see some simple examples.

#capinfos -u pruebal.pcap
File name: pruebal.pcap
Capture duration: 6,313000 seconds
It quickly indicates the duration of a complete capture.
#capinfos -i pruebal.pcap
File name: pruebal.pcap
Data bitrate: 29 kbps
It tells us quickly the speed with which the data was captured.
ttcapinfos -c totales-MAP.pcap
File name: totales-MAP.pcap

Number of packets: 435k

It tells us quickly how many packages of that capture.

For more detail of all the options offered by this command, you can
write it without options and all of them will be displayed (#capinfos)
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8. Conclusions

Throughout this text, we have tried to present the problem that we currently
have with SS7/Sigtran in all the telephony operators in the world.

We analyze the texts and research on the different types of attacks that already
exist in practice and that can cause a high impact on these architectures.

Let us make it clear that the only way to deal with these vulnerabilities is to
understand and analyze the flows of "bits" that circulate through these signaling
networks, without this work, we would be operating blindly.

We were developing a work methodology that allows us to identify and detect
the potential occurrences of these "traffic patterns”, and then be able to adopt
the measures that best fit our architecture.

We present different techniques and tools to carry out this work and we advance
with concrete examples on real traffic SS7 /Sigtran.

We offered solutions to this problem in an understandable way and above all by
using ALL tools under "Open Source" licenses, so that we do not have to resort
to applications or payment software.

We wanted to disseminate the work in the state it is in, knowing perfectly that it
is only a starting point, robust, but in an initial state. We take this decision
because we are aware that as in all development based on "Open Source", the
sum of efforts is what really enhances it, so we prefer to share it now as an
invitation to new developers and contributions that allow us to mature and lead
to production this way of working.

As a closing of this document, we want to express that for us the greatest

satisfaction would be to find an echo of this methodology and be able to see it
"grow" with the contributions of anyone who wants to get on this car.

Madrid, march 2018

)
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